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Data Portability:
What is at stake?

Preface
In its inaugural research report,
Datum Future, an independent thinktank focused on current and emerging
data-driven technologies, explored
the ways in which personal data is
revolutionising the ways people live,
work and interact.
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In its inaugural research report, Datum Future,
an independent think-tank focused on current and
emerging data-driven technologies, explored the ways in
which personal data is revolutionising the ways people
live, work and interact. The report identified five major
opportunity sets – Powerful Me, Healthier World,
Protected Lives, Smart Cities and Brighter Economies
– and also concluded that these opportunities would
only be fully realised by enabling the mobility and
interoperability1 of data between all stakeholders
(for example, individuals, businesses, governments,
regulators, scientists and technologists, academic
institutions and non-governmental organisations).
Now in this, the first of a planned series of Bright Papers
designed to initiate further discussion and research into
the opportunities and challenges identified in that inaugural
research, Datum Future examines an emerging concept,
enshrined in some new laws around the world but yet to
be fully delivered and tested: data portability.
We are doing so because we believe data portability,
if fully realised, holds the key to unlocking benefits for
all stakeholders and to addressing some of the difficult
questions and imbalances around data collection and
sharing. Once individuals are able safely to port their
data between services and organisations, the concepts
of control and ownership of personal data become more
meaningful. This should be welcomed, and facilitated,
by every data-driven organisation.

the ability to manage and transfer their personal data
for their own benefit.
This means individuals should be easily able to transfer
data from one service provider to another. They do not
think about data portability per se but seek mobility and
continuity of service. For example, users might see value
in asking Deezer to provide Spotify with access to their
favourite playlists. A seamless data portability process
is probably preferable from a user experience (UX)
perspective: users would not necessarily need or want
to know all the mechanics but need to be able to rely
on a transparent and trustworthy process allowing data
sharing while protecting their privacy.
For businesses, portability should offer a more fluid
market experience and stimulate growth as business
benefits from more dynamic markets. For Financial
Technology companies (FinTechs), for example, portability
offers access to a huge pool of historic data to which
they can apply new and specific models, giving insight
into customers and services and enabling them to
provide better and cheaper services at a lower cost.
Portable data, at a global scale, with clear governance,
ownership and framework, could have beneficial effects on
competition and markets in the long run. The advantages
arising from portability do not stop with FinTechs. Global
organisations with wider reach could also reap the benefits
– for example it could assist in efforts to build transparency
and ensure an ethical approach to their users and
customers which in turn translates into trust—the brand
ingredient to which all companies aspire.

This new Bright Paper, therefore, is addressed to
every such business and organisation and to anyone
interested in challenges raised by data portability. It
should be considered by readers as a starting point
for deeper investigation, including round tables, events
and additional research, together with developing and
working through theoretical use cases, to understand,
drive and share evolving best practices around the world
in this area. This paper focuses on the practical and
ethical issues raised by the requirement for portability
and draws on the experience of Datum Future’s seven
founding members—Accenture, Experian, BNP Paribas,
Facebook, Mastercard, Microsoft and Publicis Groupe—
to begin to identify frameworks, best practices and start
the important work of developing common standards.
One of those members, BNP Paribas, worked particularly
closely with Datum Future to develop this paper, tapping
into the learnings of Open Banking, until now the closest
approximation in the real world to the right to portability
that has been created under some laws but not yet
realised.

The introduction of the right to data portability through
Article 20 of the EU General Data Protection Regulation
(GDPR) seeks to ensure individuals gain control over
the data held by data controllers3 (“I can ask for my
data to be transmitted to someone else.”) But these
aspects of the GDPR have raised concerns among
businesses (and more broadly among data controllers)
because of the lack of detail as to how this new right
is supposed to be delivered. The portability principle
also involves little clarity on the technical means of
ensuring interoperability or on competition rules4, the
identification of appropriate contacts at destination
controller entities, the security requirements for data in
transit and the potential additional costs to port such
data, etc. There are added and more acute challenges for
companies with business models that rely on personal data
collected from individuals and which consider the handling
and structural format of that data to be one of their key
commercial assets.

Data portability means moving beyond the traditional
approach that keeps personal data2 siloed in private
companies and instead ensuring that individuals have

All of this has implications for, and entails different
challenges to, realising the full potential of the five
opportunity sets identified by Datum Future:

1. See the Glossary
2. See the Glossary
3. See the Glossary
4. Further details on competition rules available in Shaping competition policy in the era of digitisation, M. Vestager, 2019
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• Powerful Me: Data portability, if realised in ways that
give meaningful control to individuals, helps to reconcile
two narratives. One sees individuals “empowered” by
data-driven technologies to take informed decisions,
engage in society, create, work and live. Another sees
portability leaking data that is used, and sometimes
exploited, by others (especially at risk when processing
a special category of personal data, such as having all
health data in one place).

Separately, new regulatory frameworks mandate data
sharing, for example the Payment Services Directive 2
(Payment data), the Energy Efficiency Directive (Smart
meter data) and the Software Directive (Interoperability
information). Questions arise as to how these domain
specific rules on data sharing, generally put in place to
enable markets to function properly and protect
consumers, interact with the genuine portability right
under the GDPR.

• Healthier World: Portability potentially enables patients
to centralise all their information in one place (in particular
as wellness and health data is now being generated
on personal devices) or share it easily with a range of
services and providers. However, individuals may not
be able to interpret their personal health data or assess
the risk of porting their data to certain providers.

In this new Bright Paper, Datum Future proposes
to explore the context and drivers of the portability
concept and its likely impact on businesses for the next
five to 10 years; to address portability’s purpose and
potential scope; and lastly to emphasise the importance
of balancing the interests of the data subject6, the initial
controller and the receiving controller, illustrated with
cross-business use cases.

• Brighter Economies: Effective data portability should
mean more fluid and functional markets and enhanced
competition, prompting greater innovation. Open Banking
is an example of creating a more flexible market with new
possibilities to easily share data with service providers,
often FinTechs, and create innovative new services.
However, too many players on the market might
ultimately lead to less user control given all the third
parties users have given their data to.
To a lesser extent, and because they stem from the
previous ones, the following opportunity sets are also
impacted:
• Smart cities: Portability would have a limited impact in
cases where data used in smart cities is aggregated but
could be one of the solutions to enforcing transparency
between cities and third parties when personal data is
used for security purposes.
• Protected Lives: This last opportunity set is likely to be
less affected by portability as it covers prevention and
mitigation of large-scale challenges, from terrorism to
natural disasters. However, it is possible that a culture of
philanthropic data donations will develop, in which people
port data for good causes (e.g. cancer foundations,
against violence in cities, etc).
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Data portability offers stakeholders a new way to move
away from passive “consent”5 (ticking “I accept” without
reading or understanding privacy policies) to greater
individual engagement and genuine empowerment
(individuals are able to move their data and so become
more engaged in its management). However, while
portability expands the possibilities of data usage and
mobility, it bears challenges of scope, oversight and
interoperability.
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What are the challenges to
implementing portability?

a. Navigating a new regulatory
landscape
On May 25th 2018, the General Data Protection
Regulation came into force. Article 20 introduces data
portability as a new right of data subjects and states:
“1. The data subject shall have the right to receive the
personal data concerning him or her, which he or she
has provided to a controller, in a structured, commonly
used and machine-readable format and have the right to
transmit those data to another controller without hindrance
from the controller to which the personal data have been
provided, where:
- the processing7 is based on consent pursuant to point
(a) of Article 6(1) or point (a) of Article 9(2) or on a contract
pursuant to point (b) of Article 6(1); and
- the processing is carried out by automated means.
2. In exercising his or her right to data portability pursuant
to paragraph 1, the data subject shall have the right to
have the personal data transmitted directly from one
controller to another, where technically feasible.
3. The exercise of the right referred to in paragraph 1 of
this Article shall be without prejudice to Article 17.
That right shall not apply to processing necessary for the
performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller.
4. The right referred to in paragraph 1 shall not adversely
affect the rights and freedoms of others.”

6

2

The aim is to give greater control to the data subject, and
indirectly to promote interoperability of data and to avoid
over-centralised data markets and data. The legislation
affects a large number of organisations in a number of
sectors: technology companies, banks, retail, healthcare,
energy companies and many types of organisations
including government entities. All organisations holding
such data must make individuals’ data that is within the
scope of Article 20 available for transfer in a format that
is commonly used and machine readable. For some
industries, portability has been an industry standard for a
while, e.g. energy, telecommunications companies.
However, this is the first time that such obligation has
been formalised from a data protection viewpoint.
While the objective of the regulation is obviously to enable
individuals to have control over their data and enable
data subjects to change service providers, the means
by which data controllers should comply with the data
portability right remains unclear.
Two issues have been identified so far: one related to
the portability right’s material scope (what falls under the
controllers’ obligation?); the other related to territorial

scope (especially for international companies: what should
they do?).

Material scope
According to Article 20, the data portability right covers
personal data the data subject has provided to a controller.
Generally such data is easy to identify (e.g. name, date
of birth, mailing address). The Article 29 Data Protection
Working Party (WP29) provides a broad interpretation of
the Article 20 by considering “‘provided by’ should also
include the personal data that are observed from the
activities of users such as raw data processed by a smart
meter or other types of connected objects, activity logs,
history of website usage, grocery purchases or search
activities”8. This interpretation refers to personal data
resulting from the observation of individuals’ activities but
excludes “data that are created by the data controller
(using the data observed or directly provided as input)
such as a user profile created by analysis of the raw smart
metering data collected” (i.e. when a data controller uses
an algorithm and processes data).
Inferred9 data are therefore considered outside the scope
of data portability. This means one of the main challenges
faced by businesses will be how to differentiate between
observed and inferred data on the understanding that
even if the data portability right does not apply to inferred
data, the right to access that an individual may freely
exercise, does. For example, under the Payment Services
Directive 2, banks will need to provide certain information
to third parties about a payment account which is
linked to a transaction (i.e. observed data) but not fees
applied to this transaction (i.e. inferred data). Nevertheless,
the controller might still need to provide inferred data –
maybe not under the umbrella of data portability but as
part of the scope of a data subject access request.

Territorial scope
GDPR is not the only privacy regulation to introduce data
portability principles. The California Consumer Privacy
Act (CCPA) is due to come into effect on January 1st,
2020. The new law will give California residents the right to
obtain portable copies of their personal information from
businesses, where the GDPR also requires the controller
to transmit data directly to another controller “where
technically feasible”.
In Singapore, too, new portability rights are in the works;
the Personal Data Protection Commission is planning to
introduce a data portability right to its existing Personal
Data Protection Act (PDPA). In a discussion paper issued
on February 25th, 2019 the Commission highlights the
importance of clearly defining the scope of portable data
(i.e. the distinction between provided, observed, derived
and inferred data).

7. See the Glossary
8. Guidelines on the right to data portability, Article 29 Data Protection Working Party, April 5th 2017
9. See the Glossary
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In addition, new data protection laws in Argentina and
Brazil aim at mirroring GDPR principles. In Argentina, a bill
was submitted to National Congress on September 19th
2018 to replace the Data Protection Law and in Brazil a
General Data Protection Law was approved on August
14th 2018 and comes into force in early 2020. Both
introduce the right of portability directly to a data subject
or from one controller to another.

The GDPR is also deliberately neutral on critical
implementation aspects around security and safety.
A business is legally obligated to port data (apart from
some specific exceptions) when the data subject
requests it – there are no requirements of due diligence
built into the GDPR and the business has no discretion
to withhold portability on account of security or safety
concerns.

All of this points to the need for global companies to
decide whether to adopt an approach to data portability
that is unified across the countries they serve. A global
implementation could ease the burden for different
regulators and provide a future-proofed, proactive
solution to new laws aimed at ensuring data portability.
However, it will not be easy to develop and agree a gold
standard and this work is urgent and essential.

The right to data portability, as defined by Article 20
GDPR, is a first step towards data mobility. GPDR – as a
regulation – can only go so far in defining a scope and
has left it to regulators and businesses to develop a
clear framework to ensure efficient flows and portability
of data between stakeholders. This means businesses will
need to go beyond regulatory requirements if the right to
portability is to be meaningful, in particular in those areas
where domain-specific data sharing legislation has not
been implemented.

To summarise, the broad definition of personal data under
various privacy regulations (previously mentioned in this
Bright Paper) means that the right to portability will have
a huge impact on organisations: complying with this
requirement raises concerns related to liability, technical
concerns for companies (developed later in this Bright
Paper), and security and safety on which regulations
are silent. Implementation of portability rights therefore
is a societal challenge in terms of securing oversight,
accountability and individuals’ trust.

b. Going beyond regulatory
requirements

		

Portability, as defined by Article 20 of the GDPR, only
applies to personal data, when the lawful basis for
processing is consent or performance of a contract
and processing is carried out by automated means (as
opposed to on paper). Another constraint on portability
is the condition that the data transfer must be technically
feasible, on a request by request basis. It does not
provide solutions or guidelines to ease the transmission
and merely requires data controllers to “take a reasonable
approach”. However, technical feasibility should never
be used as a pretext by companies to resist providing
comprehensive user agency regarding data (see illustration
below).
Powerful Me | British Uber drivers:
Uber has refused to give its UK drivers access to
data they believe they should be able to request
under GDPR such as location data and timestamps
for when the app was turned on/off. Such data would
enable them to “calculate holiday pay and claims
for minimum-wage back pay when their earnings
dip below that, such as during fallow periods when
they have no rides but are logged in to the app and
prepared to accept passengers”.

The current barriers to portability are as follows:
• Lack of interoperability: The process for moving data
from Business A to the Data Subject is already complex;
but enabling portability from Business A to Business B
is trickier still. Data elements and definitions often differ
from one organisation to another (e.g. data standards:
MM/DD/YYYY or DD/MM/YYYY?) and interoperability
could require data standardisation in certain industries
(e.g. healthcare, transport). In addition, it can be
costly to develop interoperable models in complex
ecosystems and businesses might do better to focus
on key content to share (such as photos, contacts,
telecommunications content, banking data, etc) instead
of trying to categorise data to port (provided,
observed, etc).
• No clear obligation to receive data: Receiving service
providers are under no obligation to receive data
(accepting data is not mandatory, as stated in the
GDPR). Until they are incentivised to do so, they may not
agree to receiving data or to making the considerable
investment of resources needed to receive data safely
and securely directly from other service providers
(especially if data ported is basic, limited for example
to name and date of birth, offering little real added value
for receiving providers to offset the costs of ensuring
interoperability). What’s more, without additional
assurances in law, the receipt of data by a service
provider carries significant risks to them (e.g. is it
accurate, is it lawful, etc?)10 while the value to be
derived for organisations in receipt of data has yet
to be established.
• Resistance from individuals: As the research from the
Data Mobility project11 shows, people find the idea of
portability intimidating and hard to understand. Here,

resistance comes from individuals themselves: if they
don’t trust it, no matter what the law says, they will not
rely on portability principles. Because portability is in its
earliest stages, its potential impact on value creation
and on data sharing by individuals is difficult to assess, but
it’s already clear that portability will only be transformative
if behaviours around data sharing fundamentally change.
Trust is a concern for many reasons, not least because of
daily data breaches, concerns about identity theft and
extractive business models and the rise of what has
been termed Surveillance Capitalism,12 all sharpening
concerns around privacy. Certainly the ecosystem
of organisations handling data needs to do more
to foster public understanding of the benefits and
opportunities of data-driven technologies.
In other words, industry, governments and regulators need
to do a lot more work to ensure data portability is a right
that individuals can easily and confidently exercise. This will
almost certainly necessitate additional regulation, as part of
data protection law requirements but possibly also outside
its scope.
Regarding the possible different models of data mobility,
two obvious models can be considered here:
• Bilateral portability: In this model, the porting of data
by data subjects is done directly from service provider
A to service provider B. There are many use cases for
users porting data directly between services: porting
a phone number in the telecommunications industry,
trying out a new service, leaving a service, backing up
data, etc.
• Multilateral portability: This is a model where data
subjects can port their data from multiple service
providers to one or more intermediaries or data switches
that exist specifically to facilitate, on behalf of the
user, the porting in and out of data to multiple other
receiving service providers (and which possibly offer
other related services, such as secure hosting and/
or data management even if these concepts have not
been popular with consumers so far).
Our hypothesis is that “multilateral portability” is potentially
superior to “bilateral portability” in supporting portability
at scale and long term viability, but it will also be more
complex and have greater dependencies.
Bilateral portability, i.e. the direct exchange of data
between two service providers at the request of a data
subject, is relatively straightforward in organisational
terms when looked at from the perspective of any
given pair of service providers. But it is also likely to
limit use cases to “similar data/similar application”
pairings. Further, if portability only operates on a bilateral
basis, the availability of porting options will depend

on service providers negotiating multiple bilateral
portability arrangements with each other – which could
be a significant impediment to the expansion of “real”
portability options for data subjects. It will also require
the user to initiate and get acquainted with many bilateral
porting “pairings” frameworks on a case by case basis.
The development of sharing capabilities managed
by trusted third parties may help to surmount the
interoperability issues previously raised. As mentioned
in “Personal data: the emergence of a New Asset Class”
World Economic Forum report13, “Achieving a high level
of stakeholder trust requires a set of legal and technical
structures to govern the interactions of participants
within the ecosystem. […]Trust frameworks consist of
documented specifications selected by a particular group
(a “trust community”)”.
Healthier World | Trusted third parties:
To develop and ensure patient-centric economies,
businesses and patients need to be able to rely
on trusted third parties, as the following example
illustrates.
In 2010, the UK’s National Health Service (NHS)
introduced “Florence” (also known as “Flo”), a
telehealth text messaging solution that sends patients
tips and reminders tailored to their own disease
management protocols. Florence’s objective is to
allow health professionals (clinicians, doctors, etc) to
communicate securely with patients, provide advice
based on their diseases and treatment programmes
and to react rapidly if patients’ conditions deteriorate.
For example, Florence provides reminders to
patients with hypertension to take their blood
pressure readings at home, avoiding the need for
them to attend a surgery, ensuring more accurate
measurements and reminding them to consult with
their doctor in case of deterioration.
By collecting patients’ data from different channels,
Florence offers an illustration of how data mobility
can build patient empowerment. It gives access to
patients’ data in almost real time, gets them more
involved in their treatment and helps them to feel
more confident and cared for.
https://www.getflorence.co.uk/

Several open-source projects focus on the development
of tools and technologies to support data portability:
among them, the Data Transfer Project14 and the Privacy
Tech initiative15 have been in the media spotlight recently.
(These initiatives are discussed in more detail later in this
Bright Paper.)

“Uber Drivers Demand Their Data”, The Economist, 2019
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10. For further details on controllers receiving data, please refer to ICO Guidelines on the right to data portability: https://ico.org.uk/for-organisations/guide-to-data-protection/
guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/
11. The Data Mobility Project brings together leading businesses, consumers and consumer organisations, government, regulators, and data facilitators to examine safe data
sharing. For further information on the first phase of the project, please see https://www.ctrl-shift.co.uk/news/2019/06/17/release-of-data-mobility-infrastructure-sandboxreport/

12. The Age of Surveillance Capitalism: the Fight for a Human Future at the New Frontier of Power, Shoshana Zuboff, 2019
13. Personal Data: the Emergence of a New Asset Class, World Economic Forum & Bain & Company, 2011
14. The Data Transfer Project is an open-source initiative from Google, Facebook, Microsoft, Twitter https://datatransferproject.dev/
15. The Privacy Tech initiative is a French project that develops privacy-enhancing technologies https://www.privacytech.fr/
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Powerful Me | The Data Transfer Project:
An industry-led open source project that is currently
focused on the technical side of data portability
— how technically to perform privacy-protective
transfers of user data at users’ direction over
APIs. The project uses services’ existing APIs and
authorisation mechanisms to access data. It then
uses service-specific adapters to transfer that data
into a common format, and then back into the new
service’s API.
This collaboration builds a common framework with
open-source code that can connect any two online
service providers, enabling a seamless, direct, userinitiated portability of data between the two platforms.
https://datatransferproject.dev/

Multilateral portability does however depend on the
existence of viable data portability facilitators with
the right incentives, skills and resources to operate
within this model. It also requires these data portability
facilitators to ensure a trustworthy ecosystem, many of
which are in early stage development.
One must keep in mind that interoperability is a key
enabler for portability, enabling new services to be
developed for the benefit of consumers while allowing
business to capture market opportunities and create
competitive advantages in ways described in the next
section of this Bright Paper. Interoperability is paramount
in ensuring data portability enhances data sharing and
empowering individuals to decide whether their data is to
be shared.

In contrast, multilateral portability offers the opportunity
of enabling data from multiple sources (most likely within
a common ecosystem, like finance or health) to be
consolidated and combined (see for instance Singapore’s
PDPC Discussion Paper on Portability16, which outlines
the benefits of “recombinant innovation”). That would
allow individuals to profit from a wider range of potential
importing services at the individual’s choice to make
available data from different sources under certain
conditions (see the example below).
Powerful Me | PIMS:
The Personal Information Management Systems
(PIMS) or “personal data spaces” allow individuals
to control and centralise their personal data and
let them allow, deny to or withdraw consent from
third parties for access to their personal data. An
application to the health sector would put patients in
control of their health data (through greater mobility
between healthcare providers, integration with mobile
devices and apps) while benefitting medical research
thanks to big data analytics (especially valuable for
rare diseases).
“MPhil Technology Policy, Personal data stores” report,
University of Cambridge Judge Business School, 2015

Intermediaries that act as data mobility facilitators could
offer a more streamlined hub-and-spoke model with
reliable contractual arrangements between the different
data providers (in this situation, each data provider
would only put in place contractual and technical
arrangements (APIs) with a number of different data
mobility facilitators, rather than a multitude of bilateral
arrangements). The multilateral portability model
therefore tends to support a growth and innovation
strategy, rather than merely encouraging switching.

16. Document is available here: https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/Data-Portability/PDPC-CCCS-Data-Portability-DiscussionPaper---250219.pdf
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How will portability reshape
the market?
Portability means fostering data-sharing
across industries and developing a
new ecosystem to enhance data flows
within industries and from one sector
to another. Potential innovation in
the European data space based on
the right to portability can only be fully
realised if current, limited data-sharing
gives way to the ability for individuals to
share data much more widely with the
service providers of their choice.

3
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Business models and the value propositions of businesses
are shifting across the sectors and the portability concept
will deeply impact society in coming years, in terms of
customer experience, innovation, market opportunities and
challenges.
Portability means fostering data-sharing across industries
and developing a new ecosystem to enhance data flows
within industries and from one sector to another. Potential
innovation in the European data space based on the right
to portability can only be fully realised if current, limited
data-sharing gives way to the ability for individuals to
share data much more widely with the service providers
of their choice.
Portability also means giving meaningful control to
individuals. Data controllers must develop or give tools to
individuals to effectively monitor their data (as opposed to
data ported with USB keys or drives in a format supposed
to be “machine-readable”).

a. Handling the customer
experience challenge
In empowering individuals by giving them flexibility
and control over their data, portability is likely also to
accelerate the mobility of individuals from one product
or service to another, once individuals gain confidence
about sharing their data and recognise the value data
can create for them. It will open a new world of products
and services that may not exist yet. A new paradigm
will arise for businesses: accessing and benefiting from
ported personal data but facing increasing customer
disloyalty and new issues related to customer acquisition
costs. Certain stakeholders may believe the impact will
simply increase market efficiency rather than creating new
models, as the new controller will abide by the GDPR
requirements and the previous controller will cease
processing.
To survive, businesses will have no choice but to develop
a robust customer experience strategy. This strategy
must be underpinned by transparency, clear information
and trustworthy behaviour to enable trust and support
customers’ informed and free decision-making.
Customers will drive businesses to provide products
and services they really need or want: they will probably
expect to find products and services on common
platforms or marketplaces and buy services or products
according to their changing needs and perceptions of the
services and products, moving easily from one provider
to another.
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Powerful Me | IFTTT – “If This, Then That”:
IFTTT is an interesting example of solutions that may
offer users a way to assert control over their data.
IFTTT is a free web-based service to automate tasks
and connect services and IoT together by creating
simple rules (called “recipes” or “Applets”). This offers
consumers a way to connect social signals with
physical devices, for example connecting virtual
assistants (Amazon Alexa, Google Home, etc) with
their emails, turning on the light when a cab arrives,
adjusting smart air conditioning to the weather
forecast, etc. More than 600 services are now
plugged in to IFTTT.
One possible consequence of such new service is that
the ability to integrate IFTTT will probably become a
buying criterion for physical products as well as online
services, and a staple among developers. Again, firms
that fail to embrace portability and mobility principles
are likely to develop incompatible devices and services
and suffer the consequences of that failure.
https://ifttt.com/

Individuals’ empowerment will also raise new concerns:
how to ensure individuals fully understand all the
implications and are able to make the best decisions
about their own data usage and data sharing? Will
they be attracted by companies with the most effective
marketing or the most accountable and ethical ones?

b. Exploring and exploiting new
opportunities
By unlocking data use at the choice of individuals,
portability will create fresh opportunities, both for new
players and existing ones.
The first opportunity applies to new entrants. Data
is often concentrated among major actors and large
corporate organisations. Portability could help, to a
certain extent, new actors to get access to personal
data and could prevent data subjects losing patience
at continually having to provide the same set of data
to different organisations. With access to more data,
these actors will be able to develop new models and
algorithms, give more precise insights to individuals and
offer them more competitive products and services.
Another opportunity relates to the stimulation of innovation.
Existing actors such as large corporate organisations need
to prevent rising customer churn, as well as anticipating and
countering the potential negative effects of data being taken
and used by competitors. Growing competition will drive
innovation and push actors to create new and better
products and services, since individuals will be more likely
to take their business elsewhere at will.

Open Banking17 is an illustration of a cross-industry datasharing ecosystem. It fosters innovation and competition
between different banks and with other organisations
(e.g. FinTechs) now providing services such as account
information services and payment initiation that had
previously been the preserve of banking. It should bring
new and innovative products and services to market
quickly and cost effectively.
Brighter Economies | Open Banking:
In Open Banking, domain specific regulatory
requirements in the Payment Services Directive 2
have created a safe and reliable legal framework for
individuals to share their payment account data with
third parties. To enable data portability, intermediaries
such as Mastercard are putting in place a marketwide connectivity solution based on APIs allowing
banks and third parties receiving data at the request
of individuals to securely transfer their data. Additional
services protecting individuals and businesses will
be offered, such as fraud prevention services and
dispute resolution management
www.mastercard.com/openbanking

There are potential pitfalls. For example, if troves
of observational data that currently represent a
competitive advantage for organisations (e.g. data
collected by sensors) must immediately be shared with
competitors, they could lose their value. That could
mean data portability proves a barrier rather than a
boost to R&D and innovation (e.g. a company might
run the risk of losing customers whenever a competitor
with a marginally better product emerges. This might
reduce the incentive to innovate due to smaller returns
on investment). However, this can also increase
competitiveness and keep companies on their toes.
There may be other pitfalls – certain personal data sets
are not well suited to sharing, given the risk of fraud.
There are security risks inherent in opening access to
large quantities of financial data, for example. Realising
the benefits of data portability depends on having robust
security safeguards as standard. For instance, transaction
data are critical in the transaction flow and if criminals (or
other bad actors such as terrorists) were able to access
that, it could have extremely serious consequences, not
just from the perspective of increased fraud threat, but
also for broader cyber security and resilience risks.
Another consideration to be made is with regards to data
quality. For example, it is not possible simply to combine
disparate data sets, as many of those datasets have
unique data quality issues which a third party would either
not be able to identify or not know how to correct. The risk
is that personal data sets when combined incorrectly may
well be inaccurate.

More opportunities are already on the way to being
delivered through the development of more and deeper
partnerships between actors. Portability will ensure data
mobility from one sector to the other, opening up existing
markets and pools of data.
This is not necessarily a win for individuals, but it signals
new business models and opportunities. Some industries
will probably have no choice but to partner with other
industries to create cross-business partnerships and
benefit from synergies. McKinsey, in its report The Age
of Analytics: competing in a data-driven world, offers an
interesting illustration of such partnerships: “Santander UK,
for example, has launched a partnership with Kabbage,
a small business loan provider that uses machine learning
to automate credit decisions. Data-sharing partnerships
between banks and telecommunications companies
have helped both sides develop new insights
(especially around fraud, customer creditworthiness,
and microsegments of customers) that otherwise
would not have been possible”18. Examples of such
partnerships could be data-sharing of a recent change of
phone, a country check (is the phone associated with the
customer’s number in the country where a transaction is
taking place?), etc.

c. Addressing new concerns
To create data mobility in practice depends on a great
deal of groundwork. Questions abound around data
models, value, competition and liability as well as safety
and privacy, not least given the burden of liability on
both sides (recipient/sender). Intermediaries on their end
should be transparent, and while open platforms provide
great value and encourage innovation, they can also
be vulnerable to bad actors, systemic weaknesses and
to misuse as well as to their own missteps. Reducing
potential harm that individuals may suffer when sharing
data with other organisations, and risks for organisations,
is key.
The question is how to make that vision a reality? Data
Portability, without an enabling framework, opens up
new societal risks and new responsibilities for business.
Although businesses can generally not be forced to
develop interoperable systems, the requirement for
portability and the scale of the technical, security, privacy
and other challenges this entails means that industry will
have to drive the push for interoperability. This will create
trust between economic actors and lead to the creation
and harmonisation of labels and certifications.

17. The Open Banking concept has been framed by the Payment Services Directive 2 and refers to a model in which banking data is shared between other unaffiliated
companies to create new products and services. It relies on open APIs.
18. The Age of Analytics: competing in a data-driven world, McKinsey Global Institute, December 2016
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Smart Cities | Organise data exchange between
public and private organisations:
According to an article published by SMIT “Smart
city initiatives are often public-private partnerships.
A recurring tension in these partnerships has to
do with control and access: all parties involved
want to be data owners, but no-one wants the
responsibilities of data controllers. While data
ownership is a legally debatable idea, the GDPR is
clear about data controllership: those who determine
the purposes and means of personal data processing
are controllers. In reality, there is hardly ever a single
controller: many parties share some decision-making
about the purposes and means of data processing.
Joint controllership (Article 26 GDPR) seems the best
solution. This means dividing responsibilities and
clearly communicating those to citizens, so they will
know where to ask questions”.

Concluding thoughts and a call
for contributions and use cases

“Connecting the dots – smarter cities work together”,
Policy Brief #25, SMIT, 2019

Amid emerging trends towards agile policymaking and
co-regulatory approaches such as sandboxes, new
models are needed that allow for multiple stakeholders,
including academia and civil society, to engage across
industry, technical and government areas19. All parties need to
work together to address common problems. Entry points
are needed for start-ups, SMEs and industry sectors not yet
involved. There is value in scoping potential phases, from
discovery and research to prototyping, starting with safety
and security for all parties (exporters, importers, people
and regulators) to address fears and concerns.
Healthier World | Harvard Personal Genome Project:
Started in 2005, the Harvard PGP aims at empowering
individuals to share their genomic data for free and
open research. As individuals become increasingly
aware of the power and value of their own data, these
kinds of initiatives should multiply and spread.
https://pgp.med.harvard.edu/

19. Such initiative has been launched by Ctrl-Shift with its Data Mobility Sandbox (https://www.ctrl-shift.co.uk/reports/DCMS_Ctrl-Shift_Data_mobility_report_full.pdf) and the
European Network of Living Labs https://enoll.org/, for instance.
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“Successful in practice” means:
• Data portability creates real, demonstrable value for people
(not just about exercising “legal rights”);
• There are clear and fair rules for ensuring industry players
are held to account for their part in delivering portability.
It should be clear that success, in practice, will be difficult,
will take a long time and will demand collaboration with
many stakeholders.

Achieving success in practice will
very likely require a combination of:
• Industry and/or sectoral codes of conduct or business
standards
• Technical standards
• Consumer education
• Policy initiatives
• There are real incentives for data “importers” and
other industry players to participate in legitimate data
portability markets (and to invest in the necessary tools
and practices);
• Incentives for consumers and other stakeholders
• Policy makers, civil society, businesses to build a
framework that allows individuals to enforce their right
to portability.
Each of these must be guided by insights and research
into the factors necessary to facilitate a healthy data
portability ecosystem.

Next steps and call for use cases
Datum Future invites further thoughts, contributions and
observations on this Bright Paper and will publish some
of these on our website. We will be running a series of
round tables and events to dig deeper into these issues
and to develop the thinking set out in this initial paper.
We also invite the submission of theoretical use cases in
addition to relevant real-world examples. Given that Data
Portability has not yet been defined by testing the laws
that created it or by implementing enabling technologies,
such theoretical use cases provide essential ways to
think about the opportunities and challenges of this right.
We offer up one such example, provided by founding
member Experian, below.

Theoretical use case/moving
home in a data portable world
For many people, moving home is stressful and expensive.
Consider how many bank cards, store loyalty cards and
other important documents that are carried around by the
average homeowner in an industrialised economy. All of
these will need to be updated during a home move.
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Now think about all of the associated online accounts
that are linked with the store loyalty cards.

for the customer, with reminders set to add meter
readings at the right time.

Do the loyalty card and shopping accounts need to be
updated separately? What about all of the ecommerce
sites that the consumer uses?

As an added layer of data validation, such a service could
hook into the Land Registry or a solicitor to validate that the
home move is happening and capture any additional details
that could be pertinent (home insurance providers may
want to know some of the details of the property which
would already have been captured in the sale process).

They will also need to update a range of critical services
such as utilities (water, gas, electric, Solar PV), phone
(mobile, fixed and broadband), TV provider (UK TV
licence, cable/satellite provider, streaming provider), home
insurance, car insurance and of course submit meter
readings to some of those at the right time.
What about their driving licence, vehicle registration, road
tax, council tax, income tax, electoral roll?
If they have children they will also need to update schools
and nurseries. Of course there is also a need to tell an
employer. All of these may also need emergency contact
details changed for next of kin.
The list goes on. In short, moving home is time
consuming anyway but the amount of administrative work
required to update existing data controllers adds a huge
drain on time. Now add on the fact that there will also be
a need to register with new providers for utilities, council
tax, phone etc.
This Bright Paper outlines two types of portability bilateral and multilateral.
The challenge outlined above would certainly be mitigated
in the bilateral case – for example, moving contact and
payment account data from one local authority to another
to set up council tax payments. However, moving home
would be made easier still with the advent of a suitable
multilateral portability service.
This would be a tool that contains an individual’s critical
personal data - name, address, phone, email, bank
details, family links, along with a list of all the data
controllers that provide them with services. It would also
provide ‘life event’ options to inform those providers
of a change such as a house move, name change or
an addition to the family (and obviously the other, less
welcome, end of the scale).

All of this will require secure APIs which share data in agreed
formats across industries and with data intermediaries such
as switching providers.
Many individuals may also be nervous about
concentrating so much of their critical personal data
within a single location. This is a perfectly valid concern
and it will be for the providers of such services to
demonstrate their commitment to security and privacy.
A good example to draw from here would be the
growth of password lockers such as LastPass and
Dashlane or the recent announcement by Apple of its
providing a secure login option for 3rd party websites.
If regulators are expecting that the data standards and
secure services required to power this use case will exist
as part of GDPR portability requirements then it shouldn’t
be too great a leap to imagine the kind of service outlined
here.
On the commercial side, there will certainly be
opportunities for the providers of these tools to charge
for such a service or look for commissions from switches
and of course, those utility companies (etc) that work with
such portability providers will reap the rewards in the form
of new customers with immediately positive experiences.
To contribute or to talk to us about this Bright Paper,
please contact us on: info@datumfuture.org
Special thanks to Elsa Torchet of BNP Paribas
for her hard work, clarity and attention to detail in
collaborating with Datum Future on this Bright Paper.

The customer would simply have to enter their new
address, the move date, any useful additional data (such
as meter readings) and then select which providers they
needed to update (e.g. the bank) and which they needed
to switch to a new provider, such as energy, water, phone
and council tax.
The tool would then look for providers of services at the
new address and find the best deals (just as switching
sites do today) and automate all the relevant processes
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Glossary

Interoperability: this describes the ability of systems and services that create, exchange and consume data to have
clear, shared expectations for the contents, context and meaning of that data.20
Inferred data: as distinguished from provided, observed and derived data.21

Provided data is consciously given by individuals, e.g. when filling in an online form.
Observed data is recorded automatically, e.g. through online cookies, heart rate monitoring on smartwatches, sensors
or CCTV linked to facial recognition.
Derived data is produced from other data in a relatively simple and straightforward fashion, e.g. by calculating customer
profitability from the number of visits to a store and items bought for an online retailer.
Inferred data often involves proprietary methods and is produced by using a more complex method of analytics to
find correlations between datasets and using these to categorise or profile people, e.g. calculating credit scores or
predicting future health outcomes. Inferred data is based on probabilities and can thus be said to be less “certain” than
derived data.
Data controller: a person, public authority, agency or other body which, alone or jointly with others, determines the
purposes and means of the processing of personal data.22
Data subject: the identified or identifiable living individual to whom personal data relates.23
Personal data: any information relating to an identified or identifiable individual; an identifiable person is one who can be
identified, directly or indirectly, in particular by reference to an identification number (e.g. social security number) or one
or more factors specific to his physical, physiological, mental, economic, cultural or social identity (e.g. name and first
name, date of birth, biometrics data, fingerprints, DNA…).24
Consent: any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or
she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to
him or her.25
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Processing: in relation to personal data, means any operation or set of operations which is performed on personal data
or on sets of personal data (whether or not by automated means, such as collection, recording, organisation, structuring,
storage, alteration, retrieval, consultation, use, disclosure, dissemination, restriction, erasure or destruction).26

20. Data Interoperability Standards Consortium
21. Big data, artificial intelligence, machine learning and data protection, ICO
22. ICO Glossary
23. ICO Glossary
24. CNIL definition
25. GDPR, Article 4
26. ICO
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