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The digital revolution is still in its infancy, yet already it has 
upended many of the precepts of the analogue world, 
forging products and services not by moulding plastic 
or riveting metal, but out of the raw material of human 
existence—personal data. The expanding capabilities of 
data-driven technology are already delivering opportunities 
unimaginable even a few decades ago. Change this far-
reaching rarely arrives without unexpected consequences, 
good, bad or, not infrequently, a befuddling combination 
of the two. As we grapple with the immediacy of digital 
transformation and datafication, we rarely take the time 
to scan further horizons or even know where to look. 
Technological change has dramatically increased flows 
of information while helping to undermine faith in the 
systems and institutions that told us the information was 
legitimate. Data in all its forms is multiplying, but trust in 
institutions that collect, handle and analyse data—and 
that’s most institutions—is diminishing, not least because 
of institutional missteps, malfunctions and, in the most 
damaging cases, malfeasance. In 2017 the Edelman Trust 
Barometer of 28 countries for the first time found a decline 
in trust across the board, in government, media, business 
and non-governmental organisations. 

This reality simultaneously makes the debate around 
the impacts of data-driven technologies more urgent 
and more difficult. The global companies that last year 
approached me to lead a new initiative to examine the 
evolving opportunities and challenges created by data-
driven technologies understood the business imperative of 
taking ownership of those challenges. If businesses move 
in this space without due care, they create risks not only 
for others but for themselves. They acknowledged another 
imperative too. In a world of patchwork regulation and 
political turbulences, building an ethical, sustainable data 
environment relies on businesses doing more to ensure 
this outcome than is required of them by law.

This means not only identifying and adopting best practice, 
but also constantly updating their structures and cultures 
to reflect and anticipate changing realities. This means 
future-facing impact assessments and critical thinking 
around assumptions and received wisdoms, such as the 
notion that the gains in security offered by technology must 
come at the expense of privacy, which is not necessarily 
the case. This means sharing insights and opening up 
dialogues around sensitive issues. These are not things 
that always come easy to business. And so Datum 
Future was born, a new non-profit think tank, supported 
and deeply informed by its business members, and 
structured so that decision-making on the content and 
direction of initiatives and projects is independent of  
them, individually and collectively. 

Datum Future was founded out of the conviction that the 
only way to ensure a better future is to engage in building 
it. And that the only way to realise the opportunities of 
the digital era – of big data, machine learning and artificial 

intelligence, automation, connected devices and cities, 
cloud systems, distributed ledger technologies and 
many more emerging trends and capabilities – is also to 
understand and communicate such trade-offs as exist  
and to find ways to mitigate or, better yet, resolve them. 

Many research-based organisations are already doing 
great work in these fields, and Datum Future will strive 
to highlight their reports and recommendations and to 
seek out joint projects and partnerships. What Datum 
Future offers in addition, whether in collaboration or in its 
own research and initiatives, is the ability to tap into the 
experience of its members and to foster vital discussions 
within and between them and other entities. The range 
of sectors represented by the eight founding members, 
Accenture, BNP Paribas, Experian, Facebook, Mastercard, 
Microsoft, Novartis and Publicis Groupe, reflects another 
fundamental shift. All global businesses these days are, in 
a sense, tech companies, with data ever more central to 
their activity. 

This report, our foundational piece of research, maps the 
fast-evolving digital terrain. The research identifies five 
areas of maximum opportunity, Powerful Me, Healthier 
World, Protected Lives, Smart Cities and Brighter 
Economies, and associated challenges that could  
diminish or distort their impacts. The report also illuminates 
a roadblock that Datum Future will strive to dismantle: 
the fractured nature of the debate around data. There 
is confusion over what is meant by data and how it is 
created, collected and deployed. A more damaging 
disconnection arises in the nature of the discussion itself. 
Businesses, governments and regulators, scientists and 
technologists and individuals (who are sometimes, but by 
no means always, consumers) too often talk past each 
other. Joining up these conversations and breaking down 
the silos between and within these constituencies will 
enable the informed debate and decision-making essential 
to successfully navigating the path to a better future.  

The interests of these constituencies sometimes converge 
and overlap, at other times appear in conflict. Datum 
Future starts from the principle that it is not only possible 
to balance the interests of businesses and individuals but 
essential for the future wellbeing of business, individuals 
and wider society that we do so. 

I hope you enjoy the report.

Yours sincerely,
Catherine Mayer
Executive Director
Datum Future

The history of humankind is the 
history of the transformative powers 
of technology. In devising new ways 
to do familiar things, we sometimes 
trigger deeper change. Private cars 
not only shortened journey times; 
they also reshaped cities, work 
patterns and family structures, 
altering both our relationship to the 
environment and the environment 
itself. The impact of digitisation has 
been at least as profound, a dizzying 
and ever-accelerating process of 
disruption and innovation.
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Executive Summary
Context

Personal data1 is revolutionising how 
people live, work, relax and interact. 
The opportunities created by this 
transformation are multitudinous and 
profound: more vibrant economies, 
vastly improved health care, greater 
safety and security, enhanced 
individual agency and better ways  
to organise homes and cities.

1. Personal data encompasses data which is volunteered by individuals, observed from their 
behaviour and inferred about them. See Personal Data: The Emergence of a New Asset  
Class, An Initiative of the World Economic Forum, January 2011

The momentum of change is building. There is a surge in 
investment in data-related technologies such as artificial 
intelligence (AI), the internet of things (IoT), cloud systems 
and new distributed ledger technologies (DLT) including 
blockchain. 

Data is already the lifeblood of the ever-increasing online 
sphere and is becoming ever more abundant as individuals 
generate personal data from an increasing number of 
connected devices. 

Most private sector businesses and providers of public 
services are already digital. Others are making that 
transformation as fast as their ability to attract the 
necessary skills allows. As both public and private 
sector bodies embrace these changes, the wider  
social impacts are immense. 

Such fundamental changes do not come without potential 
trade-offs. As data becomes central to so much human 
activity, the potential damage that can be wreaked by its 
misuse—wilful or unintended—is magnified, for individuals 
and at scale. Fake news and propaganda are used to 
try to game systems. The dangers of digital exclusion 
and algorithmic bias increase. Data sets used to train AI 
solutions may reflect and therefore risk entrenching existing 
inequalities because they are reflections of a world that 
excludes or marginalises certain groups. Human bias or 
lack of understanding of structural inequalities may then 
compound the problem if algorithms are built to take into 
account factors that disadvantage those groups. 

Access to data technology varies across different 
economic and age groups, with some poorer and older 
populations shut out from growing areas of activity and 
opportunity. Behavioural differences also need to be better 
understood. Research suggests that younger generations 
are more relaxed about data sharing, for example, but it is 
not clear whether this is a cultural evolution or simply that 
younger people have less to lose from data falling into the 
wrong hands or feel that risk less acutely. 

Understanding these issues and meeting the evolving 
challenges is essential to fully realising the substantial 
opportunities identified in this report. This requires taking 
a long-sighted view—one that extends beyond the typical 
planning horizon of companies and the electoral cycle  
of governments.

There is also an urgent need to recognise and address 
the fractures that diminish multi-stakeholder debate and 
undermine decision-making around data. It is not possible 
to have a meaningful discussion about the opportunities 
and challenges of a data-driven future without asking 
“opportunities for whom?” and “challenges to whom?” 
As the report reveals, the answers can look quite different 
for the different constituencies with most skin in the 
game: business, governments and regulators, science  

and technologists and individuals impacted by the digital 
revolution—and that is pretty much everyone. Lack of a 
shared understanding of the benefits and risks that data is 
creating for each group will keep perspectives narrow and 
limit meaningful dialogue and progress. 

Concerns also differ between countries, cultures and 
political systems. The concept of data rights cannot be 
divorced from human rights or the wide variations in the 
legal frameworks and institutions concerned with those 
rights. The regulatory environments in which global 
businesses operate also vary dramatically, from lighter-
touch, risk-based data regulation (such as in the US) 
to areas where there is comprehensive horizontal data 
regulation such as the EU (encompassing cultures such  
as Germany that are particularly suspicious of data 
collection) and to countries that effectively nationalise 
personal data, such as China. This report focuses on 
Europe, North America and market economies in Asia. 

The European Union’s General Data Protection Regulation 
(GDPR) has been a game changer. The subject of data 
governance has become a boardroom issue, businesses 
have spent heavily to meet their regulatory requirements 
and it has also helped to raise individuals’ awareness 
of their personal data and how it is used. These are 
welcome developments. It is too early to know how many 
businesses are compliant, how regulators will choose 
to enforce the new regulations and – most importantly 
– whether the new framework and the investments 
that businesses have made in response will deliver 
substantially better outcomes for individuals.
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Methodology and approach
This study set out to map the complex terrain of the 
data-driven world and to provide a framework for 
further research. Digital economy expert Ctrl-Shift 
conducted desk research and in-depth interviews with 
representatives of business, governments and regulators, 
the science and technology community and organisations 
representing the interests of private individuals. This work 
was tested by and against insights from Weborama’s 
BigFish, a high-precision and high-scale semantic 
analysis tool, with iterative searches used to capture 
the divergent debates and concerns around data that 
happen online. Weborama is a strategic partner that 
works with Publicis Groupe, a Datum Future founding 
member. Datum Future founding members also gave 
interviews to Ctrl Shift and provided case studies.

The first stage of the research revealed significant 
consensus around core areas of opportunity for 
significant social benefit in five areas: health, security, 
individual agency, economic vibrancy and smart cities. 
These are the areas Datum Future focused on in further 
stages of this research and that will set the priorities for 
future projects. 

But this process also confirmed deep disconnections in 
the ways these opportunities are viewed and discussed 
by the different key constituencies.

Later stages of the research drilled down into those 
opportunity sets and identified some of the potential 
trade-offs associated with each. 

The relationship between the five major opportunity sets 
– Powerful Me, Healthier World, Protected Lives, Smart 
Cities and Brighter Economies – is depicted in the 
Opportunity Sets graphic generated by BigFish. As the 
image shows, these are not mutually exclusive—topics 
such as AI and the IoT transcend them all—but they are 
clearly distinct. 

Powerful Me covers the expanding ways data enables 
individuals to find information, learn, make better decisions, 
participate, organise, automate tasks and customise 
services. 

Healthier World is potentially the most transformative of the 
opportunity sets given its impact on life spans and quality 
of life. Already data technologies are leading to advances 
in public health, with better disease prevention, diagnosis 
and treatment and cheaper, more efficient and targeted 
provision. At the farther horizon is the possibility to extend 
healthy life spans.

Protected Lives identifies the potential for deploying data 
technologies to mitigate or prevent disparate large-scale 
challenges, from crime and terrorism to natural and man-
made disasters, such as those created by climate change.

Smart Cities will be the testbeds for many of the 
opportunities included in other sets, aiming to deliver 
greater safety to residents, transform transport systems 
and options, improve environmental sustainability and 
boost civic participation. 

Brighter Economies encompasses the economic potential 
of all of these other areas of data-driven innovation to spark 
further innovation, improve efficiencies, lower costs, create 
whole new industries and promote growth.

If the opportunities are clear, the challenges are also 
stark: to ensure that the prosperity created by data 
benefits wider economies and populations, not least by 
investing in the education needed to expand data literacy 
and expertise and to cushion those whose jobs are lost 
to automation; to resolve tensions between security 
and privacy and always to guard against unintended 
consequences such as digital exclusion, algorithmic bias 
and the potential manipulation of systems, thought and 
behaviours. The report identifies five key areas in which 
business can spearhead the push for the best  
possible outcomes.

Recommendations
Unlocking the opportunities created by data in such a 
way that all parties share in the benefits requires co-
operative responsibility—collaboration among different 
constituencies including businesses, governments, 
regulators and civic society institutions such as 
universities and organisations that represent the rights of 
individuals. This is a major challenge given they currently 
do not have a shared vision of the future opportunity or  
a common understanding of the potential trade-offs. 

Creating such an understanding is clearly the provenance of 
government, but businesses should also take a lead role 
in forging a closer alignment across these constituencies. 
That starts at home. Global companies are alert to the 
challenges of internal communications, but need to work 
especially hard to ensure a joined-up approach to data 
across different job functions and departments.

They must also demonstrate commitment to working 
with governments and regulators, civic society and the 
science and technology communities. 

Creating effective governance in the management and 
use of data is a collaborative process. Regulation helps 
to create a level playing field and make it harder for bad 
actors to prosper. But organisations also need to forge 
internal data governance frameworks that go beyond 
compliance and help to earn the trust of those whose 
data is being governed. This is particularly important 
when regulation struggles to keep up with technological 
developments, as is often the case. It is in the interest 
of business and governments to work together to 
ensure that good regulation is enacted and good data 
governance practices are embedded in organisations, 
so that together they achieve the goals of protecting 
individuals and enabling innovation. 

Many of the opportunities identified in this report can 
be delivered by businesses going about their business. 
However, it is vitally important at the research and 
design stage to anticipate possible trade-offs, designing 
products and services to minimise and mitigate any 
negative impacts, for example by using privacy by 
design methodologies.2 There are also some potential 
opportunities, such as privacy-preserving technologies, 
that currently appear too expensive to attract large-
scale private investment and will get to market only 
through close collaboration with the academics and 
technologists working in the field. Many of the challenges 
around access to data for research are common to 
both businesses and academic institutions—solving the 
problem for one will help solve the problem for the other.  

Engagement with consumer and citizen groups should 
also be given priority. Such groups are often proxies for the 
voice of the individual in this collaboration, trying to ensure 
that their needs are not forgotten or misrepresented. They 
also play a role in educating individuals about how they 
can use their personal data for their own or public benefit 
and guard against potential risks.   

The risks look different for individuals and organisations. 
For individuals, concerns around personal data focus 
on the potential loss of security, privacy violations, 
discrimination, decisions based on inaccurate data 
and manipulation of thought and behaviour. These are 
mitigated when individuals are able to exercise control 
and perceive they are being treated with fairness. 

Safeguarding user agency requires transparency, 
accountability and fairness on the part of the organisations 
with which individuals share their data. Organisations—
businesses, research establishments, government 
departments—that fail properly to address these risks in 
the services they provide will suffer reputational damage 
and may be subject to regulatory sanctions. 

But there are additional challenges for business.  
A continuing skills shortage in the field of data science, 
analytics and data management threatens to trim 
ambitions and increases the likelihood of missteps. 
Deepening public disquiet raises the prospect of 
regulation drawn so tightly that it restricts access  
to the data required for training algorithms,  
performing research and enabling innovation.

The core of all data services is data. This data may be 
as seemingly inconsequential as the character count 
in a text sent by a mobile phone, yet in combination 
with other data creates the picture of a person, their 
drives and desires, hopes and fears, behaviours and 
movements. This makes data a new unique, and uniquely 
sensitive, raw material. 

2. For more information on privacy by design, Ryerson University has created a Privacy by 
Design Centre of Excellence

Key Findings
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Weborama/BigFish
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Any effective production process respects the 
characteristics of the raw material it is using, yet online 
products and services have not always reflected the 
sensitivities inherent to personal data. Greater balance 
is required between creating customer benefits in 
the form of frictionless user experiences or greater 
personalisation and mitigating potential vulnerabilities. 

Unlike other raw materials, data can be used by multiple 
parties simultaneously and never be consumed—it 
is “non-rivalrous”. And unlike most materials, the 
use of data creates more data in the form of 
predictions, classifications and metadata—
who used it, when and how. It is also non-
fungible —one piece of data is not the 
same as another.

Yet corporate tradition has tended to 
see data as a potential differentiator—
an information advantage yielding 
valuable competitive positioning 
in the information economy. This 
has led to market imbalances and 
data accumulating in silos, limiting 
the network value it can generate. 
For the full value of data to be 
unlocked, new business models 
are needed, based on sharing 
not stockpiling, and with greater 
transparency and interoperability,  
so data can flow to where it is  
most valuable. 

Data sharing is not without additional 
challenges—data in motion provides 
further points of attack for bad actors. 
Data services need to both be safe and 
seen to be safe. Governments and regulators 
play a part in this, but there is also a role for 
business to implement governance that goes 
beyond the regulatory requirements. There is already 
some evidence of this with an increasing number of 
organisations focusing on data ethics and implementing 
principles, policies and standards that translate these 
ethics into everyday behaviours that beneficially impact 
customer or citizen experiences.  

By defining, articulating and sharing good practice, 
opening up about the complexities they face and working 
closely with regulators, businesses can not only help 
create an environment conducive to their own work but 
also one that is supportive to the research community 
and civic society.
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Person-to-person interactions are not only being 
supplemented but replaced by device-to-device 
interactions. Connected devices generate data even 
when they are not actively in use. Smart phones, for 
example, create a trail of metadata about locations 
visited even in standby mode. Anything can be datafied. 
The more devices people own, the more personal data 
they generate. The increasing popularity of smart home 
devices and wearable technology suggests we are still  
a long way from connected device saturation.3 

GDPR has introduced a right of data portability, which 
enables individuals to port certain types of their personal 
data from one provider to another in structured, commonly 
available, machine-readable formats. This is a one-off 
action (unless repeated requests are submitted), will 
typically incur a delay and the data does not have to be 
readily consumable by the service it is being ported to.  

In parallel with this, there are also a number of initiatives 
at national and international levels, seeking to develop 
open standards and enable greater interoperability. One 
government mandated example is the Second Payment 
Services Directive (PSD2) which introduced “open 
banking” in the EU and European Economic Area. The 
private sector is also working on this. The Data Transfer 
Project (DTP), for example, was founded by Facebook, 
Google, Microsoft and Twitter to build a common 
framework with open-source code designed to connect 
any two online service providers so users can transfer 
data directly between the platforms.4 Similarly Adobe, 
Microsoft and SAP have created the Open Data Initiative 
to enable greater data sharing across their platforms.5 

As data becomes increasingly available via application 
programming interfaces (APIs), real-time data can 
be exchanged in an interoperable format, making it 
easier for the application receiving the data to read and 
understand it. This goes beyond data being portable  
and towards it becoming increasingly mobile.

“Open	standards	are	important	–	
interoperability means innovation 
opportunities thrive and are not throttled 
at	the	point	they	appear.	Open	data	
standards should be a goal. What we 
should try to do is develop universal 
protocols for data that sits across 
everything to enable interoperability.”
Sir Nigel Shadbolt, Professor of Computer Science, 
University of Oxford

As data has become more plentiful, businesses have 
invested heavily in analytics and AI solutions designed 

to turn raw data into insights about the markets and 
customers they serve. 

Once in place, these solutions increase the demand for 
ever more granular or real-time data, and often create 
demand for new sources of data.  

In turn, some of these data management and AI capabilities 
are becoming available to individuals to draw insights 
from their own data. As such tools gain users, the 
demand from consumers for their own data is set to 
increase too.

“The goal is what we call the Farmland 
Future, where data is well managed, the 
market	is	flourishing	with	many	data	tools,	
data	products	and	data	services.	All	of	
which	means	we	–	as	business	people,	
individuals, policy makers or communities 
-	can	make	better	decisions,	the	benefits	
being	efficiency,	transparency	and	
innovation.”
Jeni Tennison, CEO, ODI

Opportunities, but for whom?
With personal data, there are multiple stakeholders 
involved with different interests and concerns. There 
are those who have personal data and want to use it to 
innovate (typically businesses but also governments and 
NGOs), data subjects who are increasingly concerned 
to ensure that their data is used responsibly (especially 
in Europe post-GDPR), those who wish to ensure data 
is used safely (individuals, governments and regulators), 
those who want to access data for research (the science 
and technology community) and those who aim to use 
data maliciously. 

Even leaving aside this last group, these constituencies 
are not aligned around a shared vision of the future 
opportunities or a common understanding of priorities 
and issues.

Individuals
The consumer appetite for data-driven devices and 
services shows no signs of flagging. Some of the 
beneficial deployments of data-driven technologies 
to wider populations are widely recognised. There is, 
however, a pervasive and intensifying concern that 
success for businesses may come at an unacceptable 
cost to people. 

3. Cisco estimates that globally the number of connected devices per person will grow by over 50% – from 2.3 to 3.5 – between 2016 and 2021. The potential for long 
term growth is highlighted by the USA, where the expected growth is from 7.7 devices per capita to 12.9 – or 3.7 times the global average – over the same period. Cisco 
estimates that the volume of data generated by consumers will triple over the five years to 2021. Cisco Visual Networking Index: Forecast and Methodology, 2016-2021
4. For more information on the Data Transfer Project, see https://datatransferproject.dev
5. For more information on Open Data Initiative, see https://www.microsoft.com/en-us/open-data-initiative

Background trends
Underlying the opportunities and 
risks outlined in this report are four 
major trends—the exponential 
growth in personal data generated, 
the expanding breadth of data 
sources and types, the increasing 
mobility and interoperability of data, 
and the spiralling demand for data 
prompted by the growing use of 
data-intensive technologies such  
as	AI.
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companies is implemented. There is also a danger of 
regulation impeding scientific research, by making data 
harder to obtain.

Governments and regulators see three major opportunities. 
Firstly, that data leads to stronger economic growth as 
businesses achieve productivity gains and are able to 
innovate more effectively.9 Secondly, that policy-making will 
be more effective and fair—data will highlight those in most 
need of support and better feedback will enable policies 
to be adjusted so that they achieve their goals. And third, 
that the quality of public services will be improved and their 
delivery will become more efficient as the productivity gains 
achieved by private sector organisations are replicated in 
the government sector.

“Data can help make better policy and 
deliver better public services. Equally 
there are huge opportunities for a national 
data infrastructure to support innovation 
and the creation of new products and 
services in the private sector.” 
Oliver Buckley, Deputy Director, DCMS

Scientists and technologists
Clinical research cannot survive without patient data, 
tissue and blood samples and genetic information. The 
primary concern for those in the science and technology 
community is gaining access to data that resides in public 
sector organisations or private sector corporations so 
that they can undertake research that may be beneficial 
to the public good. This has always been a challenge, 
but there is a fear that regulation designed to protect 
individuals will throttle the supply of data available to 
researchers. Rather than risk security and privacy issues, 
it is easier for these organisations to limit or refuse access 
to their data. Scientists and technologists interviewed for 
this report expressed concerns that responses to data 
scandals and breaches could inadvertently damage their 
work, and cited new difficulties arising from GDPR, even 
though the restrictions on consent required if the data is 
being used for research are intended to be less onerous. 

Many in this constituency see opportunities for data 
to help solve the big challenges that society is facing. 
Some of those challenges, such as loss of privacy and 
algorithmic discrimination, are themselves data-related, 
but data can also be the solution to the problems it is 
creating. For example, data and the analysis of decisions 
are key to increasing transparency and reducing bias and 
discrimination. The field of explainable AI is growing.

The potential new insights that can be gained from joining 
data sets from different organisations is significant, but 
data sharing is in its early stages and scientists and 
technologists must navigate a number of hurdles. 

Some of these relate to organisational attitudes to data, 
including the tendency to hoard rather than share—a 
practice that is common to businesses and research 
institutes as both often see data as a means for creating 
valuable intellectual property that they do not wish to 
put at risk. Others reflect the concerns of individuals 
that sharing data will create security or privacy issues. 
Organisations that open up their data for uses which 
enhance public welfare could earn higher levels of trust 
from those whose data they are sharing, though this has 
yet to be tested. 

Here again technologists are working on solutions, for 
example through enabling the training of algorithms 
without trainers ever seeing the underlying data. Many 
research projects are also focusing on how to improve 
anonymisation and reduce the risk of data being  
re-identified.

“GDPR has not necessarily been 
welcomed by researchers and 
academics. There is a bit of grey area 
as regards what we can and cannot 
do now. We are already hidebound 
by ethical processes and there is a lot 
of red tape even for simple research 
studies. Now in order to get informed 
consent from patients for samples, 
the minimum length for a patient 
information sheet is around four pages 
–	so	approaching	patients	is	more	
difficult	–	they	either	don’t	trust	you	
or	don’t	have	time	to	read	it.	GDPR	
is already outdated for genomic data 
–	when	the	regulatory	process	was	
started, it was hardly considered.”
Dr Helen O’Neill, Lecturer, UCL

6. Brief evaluation of the EU Data Protection Regulation, VZBV, April 2016 
7. Consumers and their data, Which?, March 2018
8. For example the UK government is investigating how data can be shared in an appropriate and privacy-respecting way, for example through creating data trusts that 
AI-based start-ups could access to train their algorithms
9. For an example of EU policy in this regard, see https://ec.europa.eu/digital-single-market/en/news/communication-towards-common-european-data-space

One example is the advertising ecosystem where data 
is shared between parties in a way that is not clear to 
individuals. In return for free use of an app, an individual’s 
personal data is sold and used to determine what adverts 
they are shown. This sparks deeper concern in some 
countries and cultures than others. VZBV, the German 
consumer association, gave the following assessment of 
national attitudes to this third-party data sharing: “Parts of 
the advertising industry consider that it is an expectation 
of consumers that data on their interests and behaviours 
on the internet can be used for advertising purposes 
and passed on or sold to third parties as part of the 
transaction. Data and consumer advocates do not  
share this assessment”.6

Because the online advertising ecosystem is complicated, 
most individuals have limited understanding of how 
it works and are not reassured by what little they do 
know. The consumer organisation Which? reported: 
“Data collection is only perceived to be fair when the 
consumer is granted control over the information and 
informed about the intended use. It is in this context 
that consumers’ anger at third party sharing can be fully 
understood. They did not decide to enter into a contract 
with the third party and perceive it as having no benefit  
to them, and as such it is considered unfair.”7 

This raises unresolved questions about control and 
ownership—including the effectiveness of the prevailing 
consent model on protecting privacy—and the value 
individuals can gain from their data given their lack 
of know-how and data literacy. The use of such data 
to target political advertising has made clear that the 
implications extend far beyond the realm of consumer 
rights and the commercial sphere. There are also fears 
that privacy is being eroded, not only by data breaches 
but by online tracking.

“In	the	physical	world,	we	don’t	have	
people undress us and plant a tracking 
beacon so they know wherever we go. 
We need the equivalent of clothing and 
shelter for our online lives. It is about 
having privacy technologies that give  
us agency.”
Doc Searls, ProjectVRM, Berkman Klein Center for 
Internet and Society, Harvard University

Business
Businesses value trust and fear its loss, which they know 
may result in constraining their access to data or lead to 
more and potentially clumsier regulation. Both outcomes 
risk stifling innovation. 

Businesses anticipate that the growth in personal data will 
enable more personalisation—which they see as being in 
the interests of both customers and themselves—as well 
as aiding higher rates of innovation and greater efficiency, 
to the benefit of themselves, but also to the ultimate 
benefit of customers. 

The richer the data businesses have access to, the 
more tailored the experience that they deliver, including 
automating tasks to save the customer time and the 
business costs.

“The more contextual data you 
have, the more you can understand 
a	customer’s	specific	requirements,	
and the more you are able to deliver 
personalised,	customised	offers	which	
really suit the needs of the customer in 
the best way at the right time.”
Florian Schild, Head of Innovation, Verivox

Governments and regulators
Governments act as policy makers and public service 
providers while regulators are limited to supervision and 
ensuring the law is respected. As such they play slightly 
different roles but share a similar set of priorities and 
concerns. 

The primary area of concern to date has been around 
data protection and privacy. With the GDPR now in 
force, there is an increasing focus on the impact that 
AI and automated decision-making could have – for 
example, potentially embedding bias through the use of 
algorithms trained on biased data. Equally as AI becomes 
more pervasive and the role of data becomes more 
central to the workings of the economy, an emerging 
concern for government and regulatory bodies is that 
the concentrations in personal data will stunt rather than 
encourage competition. The approach in the market 
economies that are the focus of this report is to stimulate 
competition to ensure market forces drive good outcomes 
for consumers.8 Lack of competition—or market failure—is 
seen as a reason for government to intervene. 

If new entrants can access data (for example to train 
their algorithms), then the result is a more dynamic and 
competitive market place. If they cannot, then data 
becomes another barrier that entrenches the advantage 
incumbents already have. Attempts to mitigate this via 
regulation may exacerbate the problem they seek to fix 
because existing players typically have greater resources 
for managing the resulting compliance burden, unless 
a differential regime with lighter regulation for smaller 
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Use cases were provided by Datum Future members, 
supplemented by examples from other sectors provided 
by Ctrl-Shift. These included emerging data use cases—
for example usages of data by AI solution and data 
generated by IoT devices—to provide future perspective 
and examples of poor personal data practices to ensure 
risks were identified alongside opportunities. 

Semantic analysis was provided by Weborama BigFish. 
Semantic analysis enables the extraction of topics or 
themes present in millions of defined texts. For this 
research, these texts included studies and reports, 
information put out within the two weeks leading up to 
the analysis by governments and regulators, specialist 
sources, blogs, newsletters and news and current affairs 
output from across the regions that are the focus of  
the report.

The initial search identified texts within Weborama’s 
in-house databases that continuously monitor digital 
activities, with a follow-up search of the web to identify 
corresponding documents. 

The corpus of texts was then subjected to quota 
control with high frequency and over-represented text 
sources reduced, and under-represented text sources 
increased. The three main quota controls were the type 
of texts (e.g. interviews, expert reports, press releases, 
indirect speech) and media vehicles (e.g. trade press, 
newspapers, magazines, web sites, white papers, 
interview transcripts); authorship (journalists, technical 
experts such as engineers, C-suite executives, NGOs 
and academics, politicians and lawyers); and countries 
covered (Americas, Europe, Asia, Africa and Middle East). 

This stratified random sampling approach is both 
empirical and rational (strictly scientific sampling and fully 
random sampling not being possible due to the nature 
of the underlying data). In this way BigFish was able to 

deliver a taxonomy of the debates around data and a 
data-driven analysis of opportunities and challenges in 
different focus areas. This helped to both define the areas 
for further investigation and support hypothesis validation. 

Figure 1 & 2

Example outputs from BigFish are detailed overleaf. The 
size of a circle reflects the frequency with which the 
topic recurs so key areas can be defined. Similarly the 
overall structure of what is being discussed is revealed. 
The proximity of one circle to another is a function of 
how closely the topics are related and how frequently 
they overlap in the bodies of text being analysed. This 
information can be shown as an overall graph of the 
conversations taking place, as in Figure 1, or with related 
topics clustered – the number of clusters being flexibly 
defined – as per Figure 2.

Figure 3 & 4 

BigFish also provide a drill-down capability so a specific 
area could be analysed in greater depth. One use of this 
capability was defining opportunity and challenge clusters 
to compare their composition. An example of this is shown 
in Figures 3 and 4. Here font size indicates frequency with 
how close the relationships are highlighted by the thickness 
of the web connections (see for example the link between 
security and police in figure 3).

A key area of focus was the alignment of different 
stakeholder groups—businesses, governments and 
regulators, the science and technology community  
and individuals. 

Based on BigFish’s initial findings, Ctrl-Shift undertook desk 
research and leveraged its network of personal data experts 
to undertake detailed interviews with 43 people in 36 
organisations across the Americas, Europe and Asia,  
as detailed in Appendix 2 on page 56 of this report.

4

How this research is structured
The opportunities and risks were 
identified	by	taking	a	multi-faceted	
research approach. This included the 
collation and review of over 100 use 
cases, interviews with experts, and 
semantic	analysis	using	Weborama’s	
BigFish tool. 
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Figure 1

Figure 2

Figure 3

Figure 4
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Opportunity Assessment
To define the opportunity areas, three factors were 
considered—breadth of impact (the number of people 
who could benefit), scale of benefit (the potential beneficial 
impact that each constituency would enjoy) and timescale 
of opportunity (the length of time over which the benefit 
would apply). 

Based on these dimensions, five areas emerged as offering 
the greatest opportunity. 

• Powerful Me
• Healthier World 
• Protected Lives
• Smart Cities 
• Brighter Economies 

 

Challenge Identification
The research identified a number of different data-related 
challenges. 

Risks can be separated into those that may be experienced 
by individuals and those that will be experienced by 
organisations. 

Individual risks include security breaches and subsequent 
fraudulent use of data, misuse of data in ways that are 
damaging but fall into legal grey areas, privacy violations, 
data-driven discrimination and unfair treatment, data 
inaccuracies leading to mistaken decisions and the use  
of data to manipulate people’s behaviour, actions  
and attitudes.

For organisations the primary risk they face is the 
counterpoint to the individual risks highlighted above.  
If they fail to safeguard the personal data under their 
control, they are likely to suffer regulatory fines and 
significant reputational damage, resulting in a loss 
of trust. In addition, they may have greater difficulty 
accessing the data they are seeking or find it harder to 
acquire the skills to be able to release the opportunities  
in the data that they do have.

There are headline similarities in the challenges that must 
be overcome for the five opportunity sets to be fully 
realised, as set out in detail in the next section of this report. 
However, the differences in the nature and complexity of  
the trade-offs for each set are also instructive, and are  
also analysed in the next section. Additional snapshots 
from the BigFish research are provided throughout the 
report and in Appendix 1, on page 53. The images 
illustrate the ways in which these complexities are 
refracted in the taxonomy of the debate around data.

Party at Risk Individual

Data Risks Security Breaches

Privacy Violations

Data-driven Discrimination

Inaccuracy and Incorrect Decisions

Manipulation of Behaviour and Thought

Party at Risk Businesses Governments  
&  

Regulators

Science & 
Technology 
Community

Data Risks Regulatory and Reputational

Data Access

Shortage of Skills

What are the opportunities in the 
personal data revolution for the 
individual? This is a huge question 
spanning everything from the promise 
and perils of automation and the gig 
economy to divergent visions of the 
future in which humans are enhanced 
by or subjugated to technology. This 
report focuses on the part of the 
answer visible in the proliferation of 
data-driven products and services that 
are transforming work and 
home	life,	offering	new	
ways to save time 
or to while it away 
pleasurably,  
to engage  
and connect.

Powerful Me

5
Data Challenge Schema
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There are two kinds of 
devices, those in the 
home (smart home, IoT) 
and personal wearables 
(fitness).

“Wearable device” refers 
mostly to medical and 
fitness devices, with 
watches prominent 
among tracking devices 
for fitness (related to 
healthcare) and the major 
brands represented. So 
too are the vital signs that 
the devices record, as 
people take a more active 
role in monitoring their 
own health.

This is the image generated 
when BigFish focuses on 
the word “rate”, finding it 
at the centre of a set of 
biological measurements 
(sensitivity, sensing, 
frequency, estimate, 
response, signal) and terms 
relating to the monitoring 
of “vital” data (heart rate, 
blood pressure, pulse).

This snapshot from 
BigFish shows the 
taxonomy of the debate 
around the Powerful Me 
opportunity set. Data sits 
at the centre, connecting 
the other main focal 
points: device, privacy 
and health. GDPR is 
linked to privacy and 
protection. Note the 
relationship of health with 
insurer, which in turn is 
linked to user, customer 
and collect (data).

Figure 5

Figure 6

Figure 7

Figure 8
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This is how data feeds into the Powerful Me opportunity set:

During the first decades of the digital revolution, most people 
were its foot soldiers rather than its strategists, exploring 
the online world and acquiring connected devices without 
understanding the digital exhaust their actions generated or 
the detailed data portraits these could create. Underpinning 
the Powerful Me opportunity set is the emergence of tools 
that turn people from foot soldiers to strategists, by giving 
them the ability to store and manage their personal data  
for their own benefit. 

From blockchain-based data storage solutions with high 
levels of data encryption to AI solutions designed to 
manage privacy settings across multiple services from a 
single dashboard, many technologies entering use or still 
in development tacitly acknowledge one of the biggest 
trade-offs of digital engagement: individuals’ vulnerability to 
the misappropriation or loss of their personal data. The new 
and coming generations of tools aim to provide individuals 
with autonomy and agency—sovereignty over their data and  
the ability to use it for their own purposes.

“For consumers there are two main 
opportunities. Firstly data being used 
to make things they already do easier, 
secondly enabling people to do things 
which	they	haven’t	been	able	to	do	
before.” 
Liz Coll, Head of Digital Advocacy, Consumers 
International

Storing personal data delivers no value in itself but it 
is an enabler of other potential sources of value. This 
may change. An increasing focus on how the individual 
derives value from data has inspired initiatives that seek 
to monetise it directly, for example through data  
trading platforms. 

Such markets already exist but nobody is going to 
make a fortune selling their data. Much of the value of 
data resides in the understanding it builds in aggregate. 
The opportunities identified in Heathier World, for 
example, rely on the sharing, rather than the sale, of 
personal data. The debate around data ownership is 
complex and important and looks decidedly different 
in different contexts. Recasting data as a national 
resource, controlled by the state, might make sense in  
a democracy with trusted governments and institutions; 
the model is decidedly less appealing in a police state. 

However, individuals already extract value from their 
personal data by using tools to derive significant utility 
and insight from it, and this trend is accelerating. These 
insights support better decision-making, for example  
with regard to managing money, home, career or health.

“Technology will be an enabler, with 
AI	acting	for	us	to	help	people	resolve	
complexity and translate the complexity 
into preferences which people can 
better understand.” 
Mark Burdon, Law Professor, University of Queensland

AI-based online services offer investment advice 
and help people to manage their finances better, for 
example by providing coaching on how to avoid bank 
charges and supporting the creation of savings plans. 
Combining automation with decision-support tools helps 
eliminate the need to perform tasks. Services are already 
emerging that offer to monitor energy tariffs and switch 
customers automatically to new suppliers as cheaper 
deals become available. Enhanced matching, fuelled 
by personal data, has already changed the picture for 
consumers. On comparison websites, people routinely 
upload personal details to obtain quotes from multiple 
insurers. Location data pairs passengers with available 
drivers. The result is better choice for individuals across 
better products and services as providers need to raise 
their offer to compete.

These trends and capabilities are changing public as 
well as private sector interactions, and in some respects 
boosting the impact individuals can make, in their own 
right and collectively. AI facilitation systems have been 
used to engage the citizens of Taiwan in collective 
decision-making, creating consensus around policy 
paths. Consumer power has been enhanced in a number 
of different ways. As Which? describes: “The application 
of personal data can significantly benefit consumers, for 
example when it is used to provide personalisation and 
new innovative products, or when it empowers people 
to drive businesses to provide the types of products and 
services that they want, often reshaping whole markets to 
meet consumer demands.”10 One result is likely to be the 
development of vendor relationship management tools, 
recasting the consumer as an organisation soliciting bids 
from suppliers. 

If data-based services free time, the data revolution 
continues to add ways in which to spend it, whether 
through social networks or entertainment options 
informed by data or in pursuit of personal development, 
with tailored education programmes and seemingly 
infinite ways to learn and keep informed. Another 
gathering trend is to give individuals the tools to monitor 
their routines and adjust them for better outcomes.

Challenges
The schema on page 24 shows the risks associated with 
the Powerful Me opportunity set. Those marked in purple 
emerged in the research as the most prominent. The 
potential opportunities for the individual in the personal 
data revolution are huge but the existing trade-offs are 
legion. The section on Protected Lives illuminated some 
of the biggest: for example, how the lack of digital identity 
reinforces social disadvantage but the creation of a digital 
identity can also lead to discrimination. AI and automation 
are making lives easier and creating some jobs and wealth, 
but they are also putting people out of work. The term 
“digital disruption” is usually applied to business models and 
sectors, but it is individuals who are always on the receiving 
end of disruption and only sometimes as its beneficiaries. 

The sense of imbalance—of impotence—experienced by 
individuals is one reason why they are not seizing on the 
growing range of options to manage their personal data in 
the numbers proponents of these tools expected. Managing 
data is seen as a burden rather than a benefit, privacy is not 
something that people are prepared to pay for, and people 
do not always see sufficient added value in the data-driven 
services on offer.

10. Control, Alt or Delete, Which?, June 2018

Case Study: Microsoft MyAnalytics 

MyAnalytics, part of Microsoft’s Workplace Analytics 
suite, provides insight into two of the key factors in 
personal productivity: how people spend their time 
and who they spend their time with. 

By analysing everyday data from Microsoft Office 365, 
MyAnalytics identifies opportunities to build better 
work-related habits, with individuals getting productive 
insights and action plans delivered to them through 
Office 365. A team’s overall progress towards a goal  
is tracked over time.

The aim is to ensure less time is wasted in low value 
meetings, core priorities are focused on and work-life 
balance is improved. 

While there are obvious benefits to the individual with 
tools such as MyAnalytics, there are also likely to be 

concerns – which need to be addressed in the design 
phase—as to who else might have access to this 
information and how they can use it. For example, 
can the analytics derived from my working patterns 
by a tool provided to me by my employer be used as 
part of a formal performance appraisal? Might it be 
used in promotion and termination decisions? Can it 
impact remuneration? Clearly individuals will not use 
something if they think, even erroneously, that their 
data might be used against them by their employer, 
or the underlying service provider, or some third party 
they think might get access to these insights. 

In this specific instance, all statistics generated by 
the MyAnalytics tool are personal and only viewable 
by the individual concerned. Awareness of user 
concerns around their privacy will be critical to such 
tools becoming widely adopted and delivering the 
productivity and utility benefits to individuals that they 
can enable.

Personal Data

Better Insights

Better Decisions

Higher Utility  
& Productivity

Powerful Me

Better Matching

Customisable Access

Better Choice of  
Products & Services

Increased  
Engagement

Collective Policy 
Making

More Open DataGreater Security

Better Privacy

Increased Autonomy
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This is also related to anxiety, as technological development 
outpaces people’s knowledge and understanding of existing 
capabilities, much less the technologies coming at them 
with bewildering speed. If they are not comfortable about 
the prospect of managing their personal data, they are less 
likely to try and more prone to assuming risks rather than 
rewards. Those who do take the plunge run into barriers, 
because of a lack of interoperability between platforms. 
Until the sorts of initiatives described earlier in this report 
are further advanced, the ability of individuals to direct 
their own data, for example by managing their permissions 
with multiple providers from a single dashboard, is more 
putative than real. Until data can flow to where it can be 
of value to consumers and citizens, the realisation of that 
value will be limited.

The risks to individuals show the double-edged potential 
of data-driven technologies. Tools designed to protect or 
empower may also oppress and surveil. Tools designed 
specifically to address these concerns may exacerbate 
rather than mitigate the risks if used by bad actors. This is 
also true when tools are deployed by individuals who lack 
the knowledge of how to use them as intended 

Any discussion of tools that enable people to gain value 
from their data needs to acknowledge the ways in 
which personal data generation reflects and threatens to 

reinforce real-world wealth disparities in numerous ways. 
For example, the more devices a person owns, the more 
data they generate, and the tools to take charge of that 
data may only be available to those in wealthier economic 
groups who have enjoyed higher levels of education. 
Customisation can deliver a better customer experience. 
The same capabilities can be used to target vulnerable 
customers by companies acting in bad faith. Another 
risk on a grand scale is the way in which customisation 
can lead to over-customisation, specifically the creation 
of filter bubbles that narrow world views and can magnify 
messaging irrespective of its validity. 

By comparison, the challenges for business primarily 
relate to access. If individuals become more proactive in 
managing their own data, this could restrict companies’ 
access to personal data. This is only likely to occur if 
trust is breached or value is not being delivered. Yet 
these are no small risks. Breaches of trust and failure 
to deliver value singly or in combination can prove toxic 
to companies.11 But it is also important to note that the 
converse is true—individuals, if given the opportunity to 
take charge of their data flows, are likely to expand the 
data available to businesses and also for vital research, by 
choosing to share data sets with their trusted providers 
and organisations. 

11. For example, the decline in trust in US businesses in the State of Business chapter 
of the 2018 Edelman Trust Barometer. https://www.edelman.com/trust-barometer
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smart home) but security 
concerns are not far away.
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Healthier World
Data-enabled innovation has the 
capacity to improve, at scale, health 
research, healthcare provision and 
general	wellbeing,	to	the	benefit	of	
individuals	and	economies.	As	

such, Healthier World is not 
only the most developed 
but	the	most	significant	of	

the opportunity sets.

This is how data feeds into the Healthier World opportunity set:

Data enables a transformation of clinical research and 
development (R&D) activities, increasing efficiency and 
reducing the time to deliver medical innovations to 
patients. Greater volumes and new types of data allied to 
advances in genomics and AI are together accelerating 
the speed of research and development cycles. This 
reinvention is already yielding major breakthroughs in 
healthcare treatments and interventions. 

As a result, new and improved healthcare services are 
emerging that are smarter, individually optimised and faster 
working. These yield increased effectiveness, to the benefit 
of individuals, and increased efficiency, for example by 
reducing time in care and avoiding wastage on ineffective 
treatments, to the benefit of healthcare providers.

The last ten years have seen the cost of whole-genome 
sequencing fall from $1 million to under $1000 per 
genome—and the cost continues to fall. The amount 
of data generated is both enormous and powerful. The 
explosion in both direct-to-consumer genetic testing and 
the increased availability of whole genome sequencing 
is key to propelling personalised medicine. Genomic 
data coupled with biometric and healthcare data will 
revolutionise the way patients are treated—both in a 
preventative and personalised way.  

Larger and broader data sets are making possible better 
diagnoses—faster, more accurate, more specific to the 
individual and less invasive. Advanced AI solutions are 

starting to support and enhance clinical decisions and 
raising the quality of interventions. For example, AI-enabled 
computer vision can track thousands of markers in CT 
scans, far more than a human radiologist. Early diagnosis 
is crucial not only in reducing mortality rates in cancers 
and other potentially fatal diseases, but for the effective 
treatment of chronic illnesses and conditions such as 
hypertension and diabetes that account for so much of the  
human and financial cost of healthcare. Again, these more 
precise diagnoses benefit patients and providers alike.

Precise diagnoses enable precise treatment. And data is 
also enabling more personalised healthcare—for example 
using cell or gene therapy to deliver individualised 
treatments and interventions across the illness spectrum. 
In the field of immunocellular therapy, for example, there 
is now an entirely new approach to treating cancer. 
CAR-T cell therapy represents a novel treatment option 
that is the embodiment of personalised medicine. Each 
dose is tailored individually to, and manufactured for, 
each patient using the patient’s own blood cells. The 
therapy, which is not a pill or traditional chemotherapy, is 
produced via pioneering technology and a sophisticated 
manufacturing process. 

Data is also helping to improve disease prevention 
and foster healthier lifestyles. Technology offers 
new possibilities for more objective and convenient 
measurement, including collecting health-related data
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The patient and doctor 
both live in a world of 
data and technology.

Data is at the core of the new 
healthcare universe.

Figure 11Figure 10
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also the issue that restrictions on what personal data can be 
stored, for example because there is no compelling rationale 
to do so, reduces the chances of serendipitous discoveries. 

Patients and patient groups worry that sensitive personal 
data, including genetic pre-dispositions to certain diseases, 
may be accessed by health insurance companies who 
will either raise premiums significantly or deny coverage 
completely. 

Those who are ill are highly incentivised to share personal 
data. But researchers also need data on a broad and 
unbiased population for reference purposes. Many people 
are deterred from contributing data because of privacy 
concerns and the time it takes to complete detailed consent 
forms (which may raise rather than allay privacy concerns).  

If the data used by researchers is too narrow or incomplete, 
the results may be skewed to the detriment of those not 
included in the sample.

“For customised medicine, you need 
to have personal data. You need to 
have herd data for the individual to 
be compared against. Historically 
experiments have been run against 
one small source community - tested 
on one part of the population and 
then applied to the rest. The use of 
Statins was only tested on men in the 
first	instance,	as	was	Aspirin	for	blood	
thinning. We need to make sure things 
are tested on unbiased data samples.” 
Dame Wendy Hall, Regius Professor of Computer 
Science, University of Southampton

Case Study: FocalView, Novartis 

Patient-centric trials (also called decentralised 
trials) bring the trial to the patient by using digital 
technology that allows some or all aspects of 
a clinical trial to be carried out at a participant’s 
home or a local physician’s office. These trials help 
researchers to democratise the participation of 
patients in clinical studies, increasing their ability 
to reach previously underserved and understudied 
groups of individuals. 

Incorporation of patient devices for sensor data 
transfer and electronic capture of Patient-Reported 
Outcomes data can improve safety monitoring, 
patient engagement and adherence to clinical 
studies. Finally, integration of primary and secondary 
care providers into patient care during clinical studies 
enables more naturalistic trial designs, which in turn 
contribute to greater generalisability of study findings 
to regulators and the wider scientific community. 

Building on the Apple ResearchKit platform, Novartis 
developed FocalView, a first-of-its-kind app designed 
to modernise ophthalmic clinical trials by allowing for 
real time, self-reported data from trial participants to 
be collected by researchers. Not only will this provide 
researchers with a greater volume of real-world, 
patient reported data, therefore leading to more 
accurate findings, it will also let patients participate  
on their own schedules, therefore lowering the  
barrier for entry.

The use of health data, particularly personal data, 
is often perceived as lacking transparency for the 
individual. And while participants of regulated clinical 
trials receive very detailed information about the use 
of their data, there are still legitimate concerns around 
the irreplaceability of human interaction, the potential 
for technology to further exacerbate social inequalities 
and uncertainty over the capacity of the healthcare 
systems to translate certain innovations into routine 
clinical practice. The realisation of the promise of data 
into tangible benefits for patients will require a variety 
of investments, policy changes and close alignment 
between researchers, developers and regulators to 
earn greater trust, itself an essential component of 
this relationship.

from individuals during the course of their daily lives. This 
can reduce the need for serious and costly treatments by 
enabling proactive interventions and encourages greater 
adherence to healthcare interventions by increasing 
patients’ engagement and understanding. 

Efficiency gains accrue to healthcare providers or 
purchasers, often governments. The richer streams of  
data generated may also help governments to create 
more effective healthcare policies that focus resources 
where they can deliver the greatest impact. 

Challenges
The healthcare industry is more highly regulated than 
many others. As a result, risk management processes 
are typically more developed than those in less regulated 
sectors and many of the mitigations required to deal with 
the risks to individuals are already in place.

As organisations from this sector increasingly work 
with other businesses—smart device manufacturers, for 
example—they need to ensure that their partners are 
as rigorous as they are, without the compliance burden 
becoming so onerous that it restricts innovation. 

A Healthier World depends on close alignment between 
researchers, developers and regulators in several key areas. 

The high volumes of data required for research demand 
standards that meet the needs of all stakeholders, 
supported by a secure and strong information 
infrastructure to support collection, integration and sharing 
of health data. There is work to be done on developing 
data access models that ensure privacy and security 
through strong governance and the ethical use of health 
data, and on reducing the burden for patients and 
physicians in providing the data. 

Most concerns centre on risks, particularly with regard to 
privacy and security, that arise as personal data becomes 
increasingly central to healthcare innovation, treatment 
delivery and patient monitoring.  

These are identified in the schema on page 31.

All of these risks are present to a certain degree; those 
marked in purple showed up as particularly relevant to  
health data. 

Privacy and security—and the impact of concerns around 
them—are a focus for all stakeholders. Data accuracy 
has always been required to ensure accurate diagnosis, 
but this need is heightened as treatments become more 
personalised. 

Healthcare providers now manage large quantities of 
personal data, increasing the compliance burden. There is 
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Here is how data feeds into the Protected Lives opportunity set:

The UN-affiliated ID2020 estimates that currently 1.2 billion 
people have no proof of their existence. As a result, they 
are vulnerable to violence and exploitation, including human 
trafficking. Reducing the number of people without identity 
delivers huge social and economic benefits. One of the UN 
Sustainable Development Goals is “to provide legal identity 
for all, including birth registration” by the year 2030.

Legal identity cannot exist without personal data. 
Establishing a person’s identity requires capturing unique 
information, increasingly in biometric form, and mapping 
this to a unique identifier.

Identity enables financial inclusion and economic 
participation. In many countries land ownership requires 
proof of identity, as does accessing financial services. 

Biometric solutions are deployed with growing frequency 
in financial services to verify identity to reduce fraud. 
Authentication has traditionally been based on two factors—
something the person owns (for example, a card or mobile 
device) and something they know, a PIN or a password. 
This is increasingly being strengthened by the addition 
of a third factor—something they are—derived from a 
thumbprint, voice or face recognition. 

Tools are also emerging that give individuals insights into 
how their behaviour is shaping their risk profile. In the case 
of personal health, as detailed in Heathier World, this has 
implications for both the insurance premiums they are 
paying and their life expectancy. At the moment, these 

tools are typically tied into the provision of a service by a 
particular provider. But as more and more tools of this type 
are developed, they will become more readily available for 
individuals to use. As a result, there is the prospect that 
individuals will start to be able to use their data and these 
tools to negotiate the best coverage from multiple providers. 

Data is already changing approaches to residential 
security. Smart security systems that capture images on 
the doorstep and inside the home, alerting householders 
to intruders or unwanted visitors and viewable via an app, 
are becoming more widespread. Smart home hubs are 
also acquiring functionalities that allow them to identify if a 
problem is about to occur—for example, monitoring the 
electricity usage of an appliance to predict whether it is 
about to fail, thereby reducing the risk of flood or  
fire damage. 

Policing has long depended on CCTV and body cameras. 
Allied to facial recognition systems these are now used to 
identify people of interest. Predictive policing is also now 
part of the toolkit for forces in some countries and cities, 
working to target resources to areas where the risk of crime 
is highest. Data-enabled proactive management of traffic is 
helping to reduce the number of traffic accidents. 

The opportunity set also encompasses the ways in which 
data-driven insights can ensure effective responses to 
some of the biggest man-made and natural disasters. 
Conflicts and natural disasters both trigger huge migration 
flows. As part of its Data for Good programme, Facebook’s 

Protected	Lives	offers	opportunities	
at scale through the creation of 
digital	identities,	financial	protection,	
physical harm prevention and 
disaster mitigation.

Protected Lives
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Security and cybersecurity 
are associated with the 
opportunity set Protected 
Lives. The potential trade-
offs are highlighted by the 
equal weight and distance 
of “threat” and “protect”.

Again the opportunities and 
challenges are interwoven, 
with “facial”, “recognition” 
and “technology” associated 
with “border”, “customs” and 
“immigration” and terms such 
as “liberty”, “human rights” 
and “law enforcement” all 
recurring in this debate.

Figure 12a Figure 12b
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Community Help API aggregates user location data from 
posts calling for a specific type of aid and funnels it to 
disaster-relief organisations such as the Red Cross so they 

can more effectively direct their efforts. Another Facebook 
feature matches blood donors to recipients in some 
countries where there is a shortage of safe blood supplies.

Case Study: Facebook Blood Donations 

In countries such as India, Pakistan, Bangladesh 
and Brazil where there is a shortage of blood, there 
aren’t enough blood donors to provide everyone 
with reliable access to blood and people often use 
Facebook to request blood donations. Facebook 
developed Blood Donations on the platform to make 
it easier for people to sign up as blood donors and 
for these donors to connect to blood banks and 
people in need. 

To date, more than 20 million people across India, 
Bangladesh, Pakistan and Brazil have signed up as 
blood donors on Facebook. The product works like 
this:

1. Sign up as a blood donor on Facebook. 
People can indicate their willingness to donate 
blood on Facebook and get notified when 
people and blood banks near them need blood 
donors. When people sign up as blood donors 
on Facebook, they have the option to indicate 
their blood type. If provided, Facebook might use 
blood type to notify donors of requests that are 
relevant to them.

2. Find opportunities to donate blood. People 
can view nearby blood donation drives, donation 
facilities and requests for blood donors in one 
place. A request for blood donors is a special type 
of post that people and certain blood banks can 
create to communicate where blood is needed, 
a contact method for donors, and optional 
information such as blood type. Users provide the 
blood donation facility location where they’d like 
the donation to occur in order to help Facebook 
determine what donors to notify, the rest of the 
information helps give donors the context they 
need to take action. These features are designed 
to promote regular volunteer donations, they can 
also be valuable during emergencies or when 
there is a shortage of a particular blood type.

A person’s status as a blood donor is never shared 
publicly on Facebook unless the person who signed 

up chooses to share their blood donor status 
as a major life event to their timeline, in which 
case this will be shared based on existing privacy 
settings. A person’s blood type is never shared, 
and people cannot be targeted with ads based 
on their blood type. 

Facebook might use blood type to connect donors 
to people who are looking for a specific blood group 
donation, if that is relevant. To reduce the possibility 
of revealing blood type of people who engage with a 
blood donor request, Facebook notifies blood donors 
who have not provided their blood type as well as 
other compatible blood types. When people make 
the decision to contact the requestor, it is at their 
discretion what information to provide.

When a request for blood donors is posted, 
Facebook conducts proactive checks to help filter 
out fraudulent posts, such as helping to verify that the 
requestor profile belongs to a real person. Requests 
for blood donors are also required to select a location 
where the blood is needed, people can select a city 
or from a list of provided facilities. Facebook partners 
with local health organisations in each country, such 
as ministries of health, blood banks, and non-profits 
to source a list of government supported blood 
donation facilities for each country.

Facebook has worked with partner organisations 
and NGOs to understand issues of scams, 
exploitation and bad actors in blood donation. For 
example, selling blood is illegal in many countries, 
including India. Even though this issue pre-dated 
the Blood Donations feature, Facebook included 
a number of safeguards to help make it easier to 
respond to reports of abuse, detect and remove 
spam, identify and eliminate fake accounts, and 
prevent accounts from being compromised. These 
systems are built into the blood donation product 
and processes to help detect and remove any 
violating content or accounts and keep bad actors 
off the platform. For example, multiple requests 
from the same blood seeker would signal for 
Facebook to take a closer look.

Challenges
The Facebook case study, on the previous page, illuminates 
the potential societal benefit of finding additional utility in 
shared data—and some of the complexities of realising that 
potential in an ethical way. 

This opportunity set is littered with such trade-offs. For 
example, home detection solutions may be used to keep a 
home secure, but there is also the potential for them to be 
used to observe, without their knowledge, someone living  
or working in the home. 

Similar questions apply to those whose faces are captured 
by CCTV. As AI becomes more prevalent, the level of human 
involvement in scanning film footage reduces. Whether 
this is a comfort or not depends on personal definitions of 
privacy. But outside this debate, there remain questions 
about who has the right to view this information? What can it 
be used for? What controls are in place to prevent abuse of 
the right under the GDPR to permit processing of personal 
data for the purposes of crime prevention or detection? 

Key risk areas are shown in the schema below.
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Again, the risks shown in purple came up in the research  
as of particular relevance to the Protected Lives  
opportunity set.

The importance of identity also serves to highlight the 
potential damage caused by its loss or theft. The ability to 
impersonate someone, for example to take out loans with 
no intention of repayment, can cause significant financial 
damage. The unique nature of biometric data makes it 
particularly sensitive to loss or spoofing (as has been shown 
to be possible with fingerprints), especially as this becomes 
a default method for authentication.

Many people have good reason to wish to be invisible. 
One of the concerns with the biometric identification of 
700,000 Rohingya refugees from Myanmar in Bangladesh 
by the UNHCR and Bangladeshi government is that 
this information could be shared with the government of 
Myanmar should the refugees be returned. This could lead 
to further discrimination. 

However, online invisibility—not the lack of a legal identity 
but of a digital one—is a serious and growing problem. 
People without a digital identity or online histories find 
themselves locked out of an ever-spiralling number of 
services.

“The sheer percentages of digital 
exclusion are decreasing, but the 
opportunity costs for those that are 
excluded is increasing as more and more 
services need to be accessed digitally.” 
Dr Victoria Nash, Deputy Director, Oxford Internet 
Institute

In a world where more automated decision-making will be 
based on biometric identifiers, the accuracy of algorithms 
in identifying people is critical. In this regard, facial 
recognition technology has some way to go. 

Big Brother Watch reported that the facial recognition 
system used by the Metropolitan and South Wales police 
forces was wrong nine out of ten times. Research at the 
MIT Media Lab highlighted that accuracy was correlated 
to skin tone (more accurate with lighter than darker skins) 
and sex (male subjects more accurately classified than 
female subjects) because the training data included a 
predominance of white men.

Smart Cities
Smart cities fuse many of the elements 
covered in the rest of this report. 
Informed and fuelled by data, they 
promise better and cleaner solutions 
to the urban sprawls that occupy 
increasing expanses of the world. More 
than half the global population lives in 
urban	areas	and	that	figure	is	expected	
to	rise	to	68	per	cent	by	2050.	Few	
people think cities are working well, 
so smart cities serve a dual function, 
as a testbed for innovation and an 
opportunity	set	with	potential	to	benefit	
vast numbers of people.
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This is how data feeds into the Smart Cities opportunity set

The first thing to understand about Smart Cities is that 
none yet exists in a fully realised form. There are, however, 
numerous pilots, including one within Singapore’s Smart 
Nation project, and many initiatives that have endowed old 
conurbations, most notably Tallinn in Estonia, with some 
of the characteristics of smart cities. These characteristics 
always include a digital infrastructure with high-bandwidth 
connectivity and linked sensors that constantly collect data, 
passing it to intelligent hubs for analysis and automated 
decision-making. 

Real-time provision of demand and supply data facilitates 
sharing economy services and increases in productivity as 
underutilised capacity is identified and brought into play. 
Smart cities are efficient. Resources are allocated as and 
where needed. Traffic lights adjust to traffic flows, minimising 
delays and environmental cost and enhancing public service 
provision. 

Smart cities run on data and generate a wealth of data. 
The insights generated support fast response to abnormal 
events and offer learnings to improve resilience, the capacity 
to survive, adapt and grow in the face of stresses and 
shocks to the system. 

Among the greatest promises of the smart city is 
environmental sustainability and reduction in waste, that is 
of vital importance given the increasing urbanisation of the 
population. The data generated by smart cities is supportive 
of the broader trend of citizen science initiatives where 
citizens collect data to help improve their life situation and 

local environment. Environmental benefits include cleaner 
and more eco-friendly living, better air quality, less noise 
pollution and reduced carbon emissions, and more efficient 
energy use thanks to the deployment of smart devices in 
public and private spaces. 

Smart cities also provide strong foundations for new 
mobility solutions that can support the growth in demand 
for transport from rising urban populations. Old cities have 
become increasingly unsustainable as property prices 
push inhabitants on low and moderate incomes to the 
margins, adding to the strain on public transport systems 
and the environmental impacts of commuting. Smart city 
solutions include optimising old-style transport schedules 
for faster movement of people at lower energy use and 
lower emissions. If smart cities are built from scratch, they 
will embed new forms of transport such as autonomous 
vehicles in their design. 

The provision of public connectivity could help to tackle 
digital exclusion and increase civic participation through 
the kinds of assistive technologies already in use in Taiwan. 
Crime—both physical and cyber—will be monitored and 
mitigated to offer higher security to residents but also trade-
offs as the following case study illustrates.

This a global view of the 
Smart Cities opportunity 
set. The main data cluster is 
at the centre but there is a 
dense set of links at the top-
right relating to the concept 
of impact.

This close-up of the dense 
set of links in Figure 13 
relates to impact. Complete 
Smart Cities have not yet 
been built, so much of 
the debate is around their 
potential.
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Figure 14

40 41



Smart Cities assume 
large investments in their 
construction and the 
systematic collection of 
personal data, meaning that 
opportunities are conspicuous 
but risk is also prominent.

Case Study: Accenture Data Solutions for Policing

Police resources are a valuable commodity. Given 
the limited numbers of officers, police forces need 
to target them as efficiently as possible, as crime 
becomes increasingly more organised and complex. 
The use of data solutions enables police resources 
to be more intelligence-led and eases the journey 
to delivering public service. But this comes with 
implications that law enforcement agencies will need 
to consider carefully. 

For example, predictive analytics can identify where 
crimes are likely to occur. Video analytics enable 
incidents to be assessed at greater speed and in 

greater volume, thereby providing a better service 
to citizens. This is particularly marked in smart cities 
where real-time insights enable both rapid response 
to incidents and high levels of citizen accountability. 

There are possible trade-offs that data-driven policing 
incurs. For example, predictive technologies that aim 
to identify future offenders or crime hot-spot locations 
may potentially result in discriminatory outcomes 
for individuals with police targeting particular ethnic 
groups or inadvertently stigmatising districts. Data 
tools need to remove or adjust for these outcomes—
for example, to take account of feedback loops (e.g. 
that more police activity in an area leads to higher 
incident reporting).

Challenges
Smart cities could fundamentally change the social 
contract between governing authorities and citizens. One 
trade-off appears to be reduced privacy for enhanced 
security. Eliminating this trade-off and achieving both 
together should be a priority.

There is currently no way to live invisibly in a smart city. 
This may discourage people from participating. Yet 
choosing to live in privacy-friendly cities rather than 
smart ones may only offer a temporary respite as the 
technologies and cultural changes incubated in smart 
cities spread beyond their pristine streets. 

This chart shows the principle risks and trade-offs 
associated with the Smart Cities opportunity set:

Figures 15 & 16
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Will smart cities deliver the quality of life their proponents 
envisage? That depends on mitigating the trio of risks 
to individuals highlighted by this report: the erosion of 
privacy, the vulnerability of systems designed for security 
and the tendency of purpose-built communities of any 
kind to exclude rather than include.

A smart city functions by knowing where its residents 
are, and how they move around the city. While it cannot 
offer total privacy, it might go some way to allaying fears 
about data use by taking a transparent approach to what 
data is being collected, who has access to it and how it is 
being used.

“There is lots of positive rhetoric about 
smart cities, but the problematic part 
about loss of privacy is overlooked and 
the risks are not discussed. This is one 
of the scenarios where transparency 
would be helpful.” 
Francesca Musiani, Associate Research Professor, 
CNRS

Then there is the question about what happens when 
things go wrong, because of technical breakdowns or 
malign actions. Glitches in AI can be hard to identify and 
harder to fix (although research efforts into making AI 
more explainable will help to address these issues). 

Hacking is no more a risk in smart cities than elsewhere 
and indeed the high specifications of the digital infrastructure 
may make it less likely. However, the volume of data 
collected and its centralisation in one place means that 
hackers could potentially access significant amounts of 
highly sensitive information, such as facial and licence 
plate recognition data, which could be used to determine 
where individuals have been. It could also enable a 
bad actor to constrain an individual’s actual movement 
and their physical autonomy—a grave interference with 
human rights. As a result, security solutions will need to 
be consistently updated.

One of the most obvious risks of the smart city is that it 
becomes a sterile enclave, open only to those willing to 
live by its rules and pay its prices and giving short shrift to 
anyone who acts or looks different. This is a problem for 
human intelligence, rather than AI, to resolve, for example 
by always including affordable housing and supporting 
infrastructure.

Brighter Economies
Thirty years ago, eight of the top 
Fortune 500 US companies were 
energy	giants.	In	2018,	only	two	
remain.	Another	resource	sustains	
the corporations topping the list: data. 

These are not by any means 
all tech companies. They 
include	retailers,	financial	
services, pharmaceuticals, 
telecoms and automotive 
companies, but their 
business models depend 
increasingly on insights 

gained by collecting and 
interpreting data.

9
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The acceleration in personal data generation looks set to 
continue to drive growth by pushing the rate of innovation, 
supporting better forecasting, enabling automation and 
potentially delivering greater transparency. 

Vibrant economies and functioning markets spread benefits. 
The potential benefits defined in the Brighter Economies 
opportunity set support each of the other opportunity sets 
described in this report. 

Data is a major enabler of innovation. Analysis of personal 
data creates new insights into human needs, preferences, 
behaviours and mental and physical health. The richer 
and broader these datasets are, the more valuable the 
insights gained will be. Combining data that has traditionally 
been held in separate silos—either within or across 
organisations—raises the prospect of fresh breakthroughs 
and innovations as data becomes more interoperable and 
more mobile. 

This goes far beyond simply doing more of the things data 
has already made possible, such as delivering personalised 
services, though it means this too. Data analysis has 
traditionally been deployed to illuminate past performance. 
Increasingly it is used to make predictions about what will 
happen, using AI fed by large data sets. 

As outlined in the Healthier World section, AI is capable of 
accurate medical diagnosis and the value of diagnostics 
is not just limited to the human body. It is valuable in any 
complex system.

At a more granular level, data-driven technology continues 
to promote efficiencies and better resource allocation and 
boost productivity. One obvious area of growth will be in 
IoT, not just at the domestic level but in industry, where 
real-time data flows promote tactical decision-making, 
tweaking the system to deliver real-time optimisation. A step 
beyond manual system optimisation is automation, whereby 
decisions are made by algorithms and these decisions are 
passed for execution by robots or their software equivalents. 
Any fully automated solution requires four components—
raw data (both as a direct input into the solution and an 
input into the creation of predictions), predictions so the 
implications of different courses of action can be computed, 
a decision engine which uses these inputs to determine the 
best action to take and an automated workflow solution to 
execute the action.

Automation is not the only source of productivity gain. New 
digital architectures are facilitating greater organisational 
agility. With modular solutions it is far easier to change track 
than with monolithic legacy IT architectures. This enables 
both continual efficiency improvement—waste can be 
tracked and more easily eliminated—and improvement 
in the services being provided. Data is the link between 
micro-services in new agile digital business architectures 
and also connects services provided by different players 
in digital supply chains. Data is making it increasingly easy 
for businesses to outsource the components of their value 
chain that they judge non-critical to their differentiation, and 
this is creating new business models based on data sharing.

Data is at the heart of Brighter 
Economies. This BigFish 
view shows how everything 
revolves around data: market, 
devices, IoT, machine, 
technology.

Figure 17
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A focus on IoT shows its 
relationship to sensors, the 
actual providers of data to the 
market.

“The largest opportunity that data 
creates is digital transformation. 
Digitising everything about your 
business	can	deliver	both	efficiency	
gains and experiences that revolve 
around the customer.” 
Eve Maler, VP Innovation & Emerging Technology, 
Forgerock 

Another opportunity stream relates to transparency. Data 
drives accountability, making it harder for people in positions 
of responsibility to deny the consequences of their actions 
and providing markers for their performance.

Equally transparency enables disintermediation. New data 
technologies such as blockchain have the potential to 

transform entire industries using data transparency and 
immutability to replace the need for trusted intermediaries. 
This has huge implications for reducing transaction costs, 
increasing speed of transaction processing and enabling 
trusted exchanges of data and money. 

Transparency also enables greater access to funding, 
both within organisations and across the system as a 
whole. In the financial system in particular, there is a strong 
link between transparency and stability. The greater the 
understanding of what is happening, the more quickly issues 
can be spotted and resolved. 

Challenges
The opportunities encompassed by Brighter Economies are 
profound. The challenges to realising them are multiple and 
intersecting.

The diagram below shows some of them:

Figure 18
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Some of this chart will look familiar. For example, 
individuals again focus on privacy as a major issue. The 
perceived value of data means that businesses often 
default to collecting it whether they need it or not for the 
service they are providing. One example of this is function 
creep—the provision of wearables by health insurance 
companies that generate a far broader stream of data 
than required for monitoring health and fitness. 

Security reappears too. High profile cryptocurrency heists 
have highlighted that for all their advanced cryptography, 
blockchains are not infallible because human interaction 
is still required. It is not necessary to break the very 
strong cryptography. Instead, as with much traditional 
fraud, the weakest point in the security chain is the 
human element and this is what fraudsters seek to 
exploit. Equally these technologies put the right to be 
forgotten at risk as data can’t be changed or erased, 
potentially solidifying discrimination. 

Manipulation is a rising concern. As data becomes more 
plentiful, it also becomes harder to ensure its accuracy.

There are additional challenges. One example: AI 
complements human intelligence. Automation improves 
productivity. Both of these things are true, and both 
signal profound changes to the labour market, that is to 
say, for individuals, who may find themselves managing 
AIs, working for AIs or rendered redundant by AIs 
or automated processes, and for the governments, 
regulators and businesses navigating a course through 
the turbulence. The overall economic and social impacts 
will depend on whether AI and automation oust human 
employees or make possible their redeployment in 
different, even better jobs. This is a particularly pointed 
question given the risk that businesses do identify—of 
a skills shortage that may limit their effectiveness and 
scope for growth. All the constituencies have a stake in 
a smooth transition, but the research points to divergent 
views and approaches. 

Another challenge resides in the opportunity cost of 
things not being done. In assessing the transformative 
impacts of data, it is easy to overlook how much 
more could have been achieved by exploring and 
operationalising data already collected. 

Conflicting pressures muddle the picture around access 
to an individual’s unmediated raw data.12 The more that 
raw data is concentrated and the less it flows, the higher 
the risk of market failure. Yet businesses—both traditional 
incumbents and digital natives—may be reluctant to 
share data as they treat it as a unique resource, the 
value of which will be eroded by sharing. In addition,  
the process of sharing may expose them to privacy  
and security complaints.

“One	risk	is	that	the	land	grabs	going	
on	are	so	well	financed	and	they	
become so much of the ecosystem 
that big chunks of valuable personal 
data get appropriated, creating a new 
closed monopoly.” 
Sir Nigel Shadbolt, Professor of Computer Science, 
University of Oxford

Resolving these tensions requires a change in 
understanding of the value of interoperability in creating 
network effects that benefit everyone. Network effects 
stem from benefits to the users being a function of the 
size of the network—there is limited utility to being on 
a social media platform that nobody else has joined. In 
a world of closed data, network benefits accrue most 
to whoever has the largest network. In this instance, 
data portability may increase concentration—individuals 
will have an incentive to move their data to the service 
provider with the largest network. But if interoperability 
enables data to flow freely, the service restriction no 
longer applies because an individual will have access to 
multiple networks no matter where their data resides. 
The result are network effects that all individuals and all 
providers can access.

Achieving interoperability also presents a technical 
challenge. As highlighted earlier in the report there are a 
number of initiatives under way that promise significant 
progress in the next five years. A further challenge 
is ensuring data sharing is safe. Again, this requires 
organisational and technological solutions. 

Ultimately ensuring access may require a regulatory 
response, but achieving effective regulation is itself a 
challenge. Regulation sets a minimum standard and 
raises public awareness. However, it risks unintended 
consequences, particularly if it lags technology, creating 
rather than solving problems. With the pace of change, 
such lags are not only likely but inevitable.

“The biggest risk is that technology 
outpaces our ability to adapt our  
social systems.” 
John Edwards, Privacy Commissioner, New Zealand 
Privacy Commission

12. As distinct from data derived about individuals using proprietary algorithms

Findings and Conclusions
This report set out to delineate 
the opportunities of data-driven 
innovation and to identify the barriers 
to realising them. The opportunities 
are potentially transformative. Some 
of the barriers are substantial, but 
these may yet yield to sustained 
pressure or to the ingenuity of further 
technological	development.	One	is	
the gulf in understanding not only 
of data and its powers but between 
business, government and regulators, 
scientists and technologists, and all 
individuals connected to or impacted 
by the digital world. The remedy 
must be more conversation, more 
collaboration, more learning and  
more transparency.
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Appendix 1: Additional  
Weborama/BigFish snapshots
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A closer alignment will happen only if businesses take a 
lead. The fragmented nature of regulatory environments 
in a globalised economy creates a clear imperative for 
responsible business to work with regulators for laws that 
protect innovation and individuals and then to go over 
and above those laws in developing and sharing their 
own best practice.

One problem with public anxiety around data use 
and misuse is that this encourages businesses to be 
conservative in their approach to data. Their concern 
to demonstrate care for the data in their possession 
reinforces instincts to hold on to it. Yet the risks revealed 
by this research include opportunities missed if silos of 
data sit untouched that might hold cures for disease or 
answers to enduring questions.

A question that always surfaces in debates about data 
is about how to define it. Far more important than 
finding metaphors to describe it is to agree a common 
understanding of its properties and potencies and to use 
every predictive tool possible—including (but not limited 
to) AI—to understand the impacts of new data uses 
before implementation in order to build with data in ways 
that mitigate any negatives. No change comes without 

apparent trade-offs. The challenge is to transcend these 
seeming either-or decisions and create win-win outcomes 
that don’t require compromise and benefit all parties.    

And no business models survive change unscathed. New 
models based on sharing rather than stockpiling, and 
with greater interoperability, offer pointers to at least some 
of the concerns about how to ensure a sustainable and 
competitive market. How might these look, in detail?

Clearly adaptive regulation will be vital, not as a way for 
businesses to circumvent their obligations as some 
regulators may fear, but to fulfil them in ways that deliver 
maximum benefit to the widest circles. But how can this 
be achieved? 

This report ends, as it began, with questions. The goal of 
this mapping exercise was as much to identify future lines 
of inquiry as to provide firm answers. Future research 
by Datum Future will look for answers and actionable 
principles, delving deeper into many of the issues raised 
in this report, not least the framing of the report itself. 
Are the opportunities and challenges as binary as they 
appear, or might the onrush of innovation resolve these 
tensions too?

The term “help” connects 
data and technology to 
what should be their primary 
function: avoiding and limiting 
risks and improving people’s 
lives.

Figure 19
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The focus on privacy relates to its 
protection—a major concern—through 
legislation and regulation (commissioner, 
Supreme Court, European Union, GDPR). 
Individuals need information as part of that 
protection

Figure 20
When “protection” is queried by BigFish, this 
produces a semantic field encompassing both 
data and privacy and the discussion around 
legislation (bill and law): fraudulent, committee, 
forget (the right to be forgotten), democratic, 
commissioner.

Figure 21
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Appendix 2: List of interviewees
As	part	of	the	research	we	conducted	
interviews	with	43	people	in	36	
organisations	across	the	Americas,	
Europe	and	Asia.	We	are	grateful	
to the following people and their 
organisations for their very valuable 
contributions.

Could blockchain protect 
against manipulation? 
Transparency, ledger, contract 
and verify point to the interest 
in this aspect of blockchain 
and other distributed ledger 
technologies.

Figure 22
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Digital Charter and Data Ethics, Department of Culture Media 
and Sport; Peter Züst, Global Media Relations Associate 
Director, Novartis; Rachel Coldicutt, CEO, Doteveryone; Ray 
Eitel-Porter, Managing Director, Accenture Digital, Head of 
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Digital, Novartis; Stephan Beringer, Global President Data, 
Technology and Innovation, Publicis Media (now CEO Mirriad 
PLC); Stephen Bordignon, Director, Infrastructure Regulation, 
Australian Competition and Consumer Commission; Stephen 
Deadman, Global Deputy Chief Privacy Officer, Facebook; Tony 
Lam, Deputy Privacy Commissioner for Personal Data, Hong 
Kong; Dr Victoria Nash, Deputy Director, Policy and Research 
Fellow, Oxford Internet Institute; Dame Wendy Hall, DBE, FRS, 
FREng, Regius Professor of Computer Science, University of 
Southampton; Will Scrimshaw, Director EU Government Affairs, 
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Director, Normally; Doc Searls, ProjectVRM, Berkman Klein 
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Reed, Chief Trust Officer, Evernym; Eve Maler, VP Innovation 
and Emerging Technology, Forgerock; Florian Schild, Head of 
Innovation, Verivox; Francesca Musiani, Associate Research 
Professor, CNRS; Frederico Calado, Health Data Policy Director, 
Novartis; Dr Helen O’Neill, Lecturer, UCL; Jeni Tennison, 
CEO, Open Data Institute; Jo Coutuer, Chief Data Officer, 
BNP Paribas Fortis; John Edwards, Privacy Commissioner, 
New Zealand Privacy Commission; Jon Roughley, Director of 
Enterprise Strategy, Experian; Jonathan Westley, UK&I and 
EMEA Chief Data Officer, Experian; Julien Decot, Director 
Marketing Partnerships EMEA, Facebook; Kai Keller, Project 
Lead/ Global Leadership Fellow, World Economic Foundation; 
Kate Sirkin, EVP Global Data Partnerships, Publicis Spine; 
Liz Coll, Head of Digital Advocacy, Consumers International; 
Mark Burdon, Associate Professor, Faculty of Law, University 
of Queensland; Nico Guernion, Director of Partnerships, The 
Alan Turing Institute; Professor Sir Nigel Shadbolt, FREng 
FRS, Principal and Professorial Research Fellow in Computer 
Science, Oxford University; Oliver Buckley, Deputy Director for 
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