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Catherine Mayer
Executive Director, Datum
Future
Welcome to the Data Confidence Index. This is the first report
of its kind, a collaboration between Datum Future and
GlobalWebIndex to identify and explore differences in online
privacy behaviours and attitudes on a global basis.
Any business working across borders or contemplating a move
into new markets needs to know about these differences — and
all stakeholders, whether businesses, legislators and regulators
or in civil society, should work to draw lessons from the countries
that combine high levels of trust in data-driven technologies
with high levels of data literacy.
Societies and individuals must be able to navigate the online
world with confidence. This Index gives a glimpse into how far
from that situation we currently are. Data-driven technologies
are transforming the way we live and work as individuals and
societies, but almost everywhere data literacy lags behind
technological change. Education is a part of the answer, but
it can by no means address all the reasons for the confidence
gap. History and cultural factors play a role. So too does the
behaviour of governments and businesses.

Datum Future, a think tank bringing together data leaders from
global businesses operating in different sectors with other key
stakeholders to share expertise and identify the opportunities and
challenges of data-driven technologies, sees a clear role for business
leadership in this respect. The data economy will flourish only if it is
based on transparency, responsibility, individual agency and societal
benefit. We are delighted to partner with the leading market research
company GlobalWebIndex in this, the inaugural Data Confidence
Index, based on data from GlobalWebIndex’s annual survey of the
digital consumer, representing around 2.4bn consumers across 45
countries, the largest study of its kind in the world.
The Index offers tabulated data, illuminating substantial attitudinal
and behavioural differences in different countries as well as
apparent contradictions between expressed concerns around
privacy and actions taken to protect privacy. Our text offers some
possible interpretations of this data.
We see this as the first such Index and the beginning of more
detailed and iterative research, but already the picture this provides, of
countries and continents more divided than globalised in the online
sphere, offers essential insights to business and other stakeholders.

About this Report
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All figures from this report are drawn from
GlobalWebIndex’s data from the Q1 – Q4 2018
research waves among a sample of 391,130 internet
users aged 16 – 64 across 41 markets in which
GlobalWebIndex tracks online privacy behaviours
and attitudes. GlobalWebIndex interviews respondents
aged 16 – 64 and the figures are representative of the
online populations of the markets covered, not their
total populations. In many markets in Latin America, the
Middle-East and Africa, and the Asia-Pacific region, low
internet penetration rates can mean online populations
are more young, urban, affluent and educated than the
total population.
GlobalWebIndex’s survey is harmonised across each
of the markets tracked to ensure that respondents can
be compared in a like-for-like manner. This means that
all respondents see the same sets of questions and
answer options, no matter their countries of residence or
languages of choice. However, there are some cultural
and legal exceptions to this. For more information on
the GlobalWebIndex research and methodology, please
contact hello@globalwebindex.com
For more detailed information on GlobalWebIndex and
the data used in this report, please consult the Notes on
Methodology at the end of this report.

AMERICAS
Argentina • Brazil
Canada • Colombia
Mexico • USA

EMEA
Austria • Belgium • Denmark
Egypt • France • Germany
Ireland • Italy • Netherlands
Poland • Portugal • Romania
Russia • Saudi Arabia • South Africa
Spain • Sweden • Switzerland
Turkey • UAE • UK

APAC
Australia • China
Hong Kong • India
Indonesia • Japan
New Zealand • Malaysia
Philippines • Singapore
South Korea • Taiwan
Thailand • Vietnam

How to Read This Index
The Data Confidence Index is a measure of expressed privacy
concerns against online privacy behaviours. In analysing
demographic groups and specific audience segments across 41
global markets, the Index highlights discrepancies between concern
and action towards online privacy — the so-called privacy paradox.
This is done by comparing expressed attitudinal privacy concerns
with, and measuring them against, self-reported privacy behaviours,
which include any of the following declarations by respondents:
	Deleted cookies in the past month
	Used a private browsing window in the past month
	Used an ad-blocker in the past month because ads might
compromise their online privacy
	Used a VPN in the past month to stay anonymous
 sed a VPN in the past month to hide browsing activity from their
U
respective governments
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Attitudinal questions within GlobalWebIndex’s survey are presented
to respondents with a 5-point Likert scale of agreement, allowing
the individual to express how much they agree or disagree with a
particular statement. Three privacy-related attitudinal statements were
used in this Index:
I worry about how my personal data is being used by companies
	
I prefer to be anonymous when using the internet
I am concerned about the internet eroding my personal privacy
	
To capture the entire agreement spectrum for each statement, an
average score was calculated for each one by assigning a value to
each of the five points of agreement or disagreement. The mean
average was then applied to the three statements, which was then
calculated against the rate of internet users who have performed any
of the five privacy behaviours outlined above.

Analysis of this data revealed a pattern indicating that the lower the Index number for a country the more likely it is that internet users in that
country are confident in acting on their privacy concerns online by engaging in privacy behaviours. The higher the Index number, the less
likely it seems that internet users in that country are confident in taking measures in line with their privacy concerns by performing privacy
behaviours. However there are clearly other factors and complexities that we flag up where possible throughout the report.

Executive Summary
There is broad awareness that different cultures
and regions exhibit different online behaviours.
Differing levels of digital inclusion and innovation
between countries and divergent behavioural
norms and expectations, together with different
political and legislative environments, are defining
online activities across these different countries.
Differences in online behaviour are also shaped
by the confidence of those populations in their
ability to navigate the online world. As increasing
levels of economic, social and cultural activity take
place online, it is vital that all stakeholders shaping
this world — including businesses, public bodies,
legislators and regulators—understand and
address the barriers to confidence. This is the first
global Index to chart online privacy behaviours
against expressed privacy concerns to illuminate
differing levels of confidence across online
populations.
Throughout this report, we explore the differences
shaping concerns around the impact of the
internet and data collection on personal privacy,
and how willing internet users appear to be
to implement measures to control their online
footprint and safeguard their privacy.

06

This study also highlights consistent patterns in
countries that display the lowest levels of data
confidence. Prominent among these are Spain,
Taiwan, Hong Kong, Japan and Russia. These
countries all display a privacy paradox between
attitudes and behaviours that may point to
knowledge gaps in terms of how data is collected,
shared, processed and used online.
Tackling such knowledge gaps and other
obstacles to full digital citizenship is imperative as
more and more data-driven technologies appear
on the horizon.
Other countries such as Sweden, Indonesia,
Austria, Denmark and Romania typically emerge
as the least prone to the privacy paradox and
potentially the most data confident in the Index. A
combination of factors may explain these results.
Privacy concerns express themselves differently
in different countries. These particular countries
tend to have more neutral feelings towards the
attitudinal statements surveyed in this report,
combined with an established culture among their
internet populations of taking action to control their
online privacy footprint. However, as detailed later
in this report in relation to Romania, apparent data
confidence may also point to knowledge gaps.

Tackling knowledge
gaps and other obstacles
to full digital citizenship
is imperative.

Introduction: The Need to Address Data Confidence
In the modern digital landscape, attitudes and approaches to personal
online privacy and data sharing are full of contradictions. Time spent
online per day continues to grow year-on-year, now standing at around
6¾ hours worldwide. As people spend more of their lives online —
especially in countries with rapidly growing online populations — they
share increasing amounts of personal data with internet services.
The digital landscape is moving very rapidly too. In the cash-driven
economies of Asia, Africa and Latin America, for example, internet
penetration rates and innovative digital services are outpacing the
development of financial infrastructures, allowing citizens access to
financial products via services heavily reliant on data collection at
scale. Internet-based services continue to develop new ways to collect
and extract value from the data people provide or generate. New
technologies making their way into the consumer market, such as virtual
assistants, approach data collection and processing from unfamiliar
angles compared to longer established browsing interfaces, adding
another layer of complexity and uncertainty. Consumers’ and legislators’
understanding of how data is collected, shared, stored, used and
processed online often lags behind technological development and
adoption.
Initiatives to redress this lag include ambitious legislation such as the GDPR
in Europe and similar legislative approaches being developed around
the world. These laws have boosted public awareness of the misuse of
personal data already sharpened by news reports about data breaches,
hacking and identify theft, as well as wider societal and political impacts.
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Yet as demands for greater control of personal data online become
louder, internet users are sharing more, not less. Some of this reflects a
lack of awareness of the ways in which every online action generates data
and metadata. This is not helped by privacy notices and measures that are
cumbersome, intrusive and hard to understand. However, some online
sharing is clearly voluntary. On average, internet users are devoting
around 21/3 hours on social media per day. Alongside longstanding social
platforms like Facebook and Twitter, image-centric platforms such as
Instagram or Snapchat mean users reveal detail of everything from their
purchasing habits, personal thoughts and lifestyles to their networks. As
many as one in three internet users say they mainly use social media to
share videos or photos with others, with more than one in five using it to
share details of their daily life. But social media engagement isn’t always
public — many social media behaviours are migrating to encrypted
private messaging apps such as WhatsApp, LINE, Viber and Telegram.

As demands for greater control of personal data online
become louder, internet users are sharing more, not less.

In this rapidly transforming environment, it’s important to understand
the extent to which internet users feel confident about controlling their
online footprint and to identify the areas where changes in business
approaches and improvements in data literacy are most urgently needed.
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The Data Confidence Index

Exploring Data Confidence
Around the Globe
To assess whether someone is confident in their approach to online
privacy, we explore the relationship between how concerned they say
they are and what measures they are taking to alleviate these concerns.
Our starting point is to measure their sentiment towards four key subjects:
the integrity of their personal data online, their anonymity while browsing
the internet, the impact the internet has on their personal privacy, and their
likelihood of engaging in privacy behaviours online. Their self-reported privacy
behaviours are correlated with their response to these three statements:
• “I worry about how my personal data is being used by companies”
• “I prefer to be anonymous when using the internet”
• “I am concerned about the internet eroding my personal privacy”

GlobalWebIndex | Datum Future Report 2019

The Integrity of Personal Data Online

Exploring Data Confidence Around the Globe
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Concern over company use of personal data online
Average agreement score for statement “I worry about how my personal data is being used by companies”

Analysis of attitudes towards the use of personal data online by
companies shows Latin American countries — in particular Brazil, Mexico
and Colombia — expressing the highest levels of concern. Internet users in
these markets, along with Spain, Portugal, Romania and Malaysia are most
likely to strongly agree with this statement.
At the other end of the spectrum, a cluster of central European and
Scandinavian countries appear least concerned about the use of their
personal data online by companies. Sweden’s position at the bottom of the
ranking here is likely a result of the country’s culture of transparency that

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 391,130 internet users aged 16 – 64
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means citizens are accustomed to and accepting of a great deal of personal
information, such as tax returns, being published by the authorities.
It's for this statement we see the highest peaks in average agreement
scores compared to the other attitudinal statements featured in this report.
This is to be expected, especially given the increasing focus on the use
and misuse of consumer data online. Although the term “companies”
here covers a broad spectrum of corporate entities online, social media
companies are central to consumers’ day-to-day online experiences (1 in 3
minutes online per day are spent on social media).

How to read this chart: when reading these numbers, bear in mind that a score of 2 would represent agreeing fully with the
statement, a score of 0 would represent having no opinion, and a score of -2 would represent disagreeing to the fullest extent.

The Desire to Remain Anonymous Online

Exploring Data Confidence Around the Globe
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Desire for anonymity online
Average agreement score for statement “I prefer to be anonymous when using the internet”

Attitudes towards anonymity while browsing online show smaller
differences between countries, even where external events might be
expected to have made an impact. For example, Poland’s longstanding
debate over anonymity, which has seen its mainstream press unmask
the identity of prominent anonymous bloggers, is not reflected in this
research, which sees it post similar results to many other countries. Japan’s
position in the top five countries here is also noteworthy, especially
given the observed tendency of Japanese respondents in online survey

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 391,130 internet users aged 16 – 64
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research to avoid making overtly negative or positive statements. Research
into attitudes, perceptions and personal views in different countries is
complicated by cultural norms that can impact response. Academic
and market researchers use various terms to describe these responses
styles, such as Extreme, Midpoint, Acquiescence and Disacquiescence.
Respondents in Japan tend towards what is known as a Midpoint response
style, a consistent selection of moderate, midpoint or neutral survey
options, and to be guarded in their opinions.

How to read this chart: when reading these numbers, bear in mind that a score of 2 would represent agreeing fully with the
statement, a score of 0 would represent having no opinion, and a score of -2 would represent disagreeing to the fullest extent.

The Desire to Remain Anonymous Online
This reflects the wider cultural environment that views
strong public expressions of opinion with suspicion, and
helps to explain why Japanese respondents are 53% less
likely than the global average to say they use the internet
to share their opinion, with just 14% doing so. This extends
to social media. Japan tends to post very low figures for
activities such as social networking. Many globally popular
networks are not as popular in Japan as a result. Facebook,
for example, has much lower penetration in Japan than
in any other country in which GlobalWebIndex conducts
research. For these reasons, within the context of the
Data Confidence Index, Japanese respondents’ desire for
anonymity should not necessarily be interpreted as the
result of any fresh concerns relating to technology and
personal liberty or freedom of expression.

The desire for online anonymity of course
reflects and has implications for the
efforts of different governments around
the world to curtail the ability to hide
identities online.

Exploring Data Confidence Around the Globe

The desire for online anonymity of course reflects and has
implications for the efforts of different governments around the
world to curtail the ability to hide identities online. China, which
posts an average agreement response in favour of remaining
anonymous online, tracks and monitors its citizens online as a
matter of routine. China’s Great Firewall is locked in constant
struggle with any online entity that obstructs its ability to monitor
and censor its population. Recent legislative actions have
included making internet companies in China responsible for
ensuring internet users are able to be fully identifiable and forcing
blockchain companies to ensure users share their real identities.
China is even accumulating blockchain patents in a long term plan
to side-line popular digital payment services by using the People's
Bank of China's own digital currency, allowing the government
unprecedented access to the private lives of individuals.
South Korea’s relatively neutral score towards the desire to remain
anonymous is of interest given the previous failed attempt by the
national government to implement a “real names” policy online.
Austria’s former and would-be next Chancellor Sebastian Kurz
backed draft legislation to force major internet platforms to register
their users in an attempt to curb malicious behaviour online. Critics
pointed out that this risked giving more data to platforms while
restricting free speech. Austrian internet users’ average score here,
suggesting a strong desire to remain anonymous online, may reflect
the potential strength of opposition to such a move.
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The Desire to Remain Anonymous Online
In most democracies,
the option to participate
online anonymously is
widely seen as vital to
public dialogue and
the integrity of political
processes.

Exploring Data Confidence Around the Globe

In most democracies, the option to participate online anonymously is widely
seen as vital to public dialogue and the integrity of political processes, though
there are also questions about the ways in which this opportunity is misused to
direct hate speech against certain segments of populations.
Government surveillance is widely regarded as a bad, though to some extent
necessary, phenomenon, especially when it comes to public safety and
security. Similar calculations about the trade-offs between security and privacy
might help to explain why the USA, the UK and other European countries post
only mild agreement scores.
Brazilian internet users’ notably strong concerns about the integrity of
their personal data online do not appear to be reflected in a desire to be
anonymous while browsing the internet. This is the only country in the whole
Index where such a disparity between the two privacy attitudes exists and
is likely a result of successive Brazilian Governments’ pushback against
anonymity. The Brazilian Constitution of 1988 forbids anonymous speech (cf.
art. 5, IV, final part, of the 1988 Constitution), and five years ago, a Brazilian
court ordered Apple, Google and Microsoft to remove the anonymous
sharing network Secret from their app stores. Ahead of Brazil’s 2018 General
Election, the government passed legislation to require social media platforms
immediately to remove any anonymous content that is deemed to be
offensive or defamatory towards political candidates. Nevertheless, far-right
President Jair Bolsanaro is believed to owe his victory in part to the use of
data-scraping and bulk messaging on WhatsApp.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 391,130 internet users aged 16 – 64
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The Impact of the Internet on Personal Privacy

Exploring Data Confidence Around the Globe
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Concern over the internet eroding personal privacy
Average agreement score for statement “I am concerned about the internet eroding my personal privacy”

Concerns about the broader impact of the internet on
personal privacy look to be strongest in Asian countries
with the exception of Indonesia and Thailand, and are
also marked in the Middle East and Africa. At the other
end of the spectrum, European countries appear the
least concerned about the potential of the internet
to erode personal privacy. Again Sweden’s culture of
transparency may help to push the average response
for this statement slightly towards the disagreement
end of the scale. Romania also tends to disagree with

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 391,130 internet users aged 16 – 64

this statement on average. Considering that Romania
ranks among the top five most concerned about the
use of personal data online by companies, this could
indicate that while there may be anxieties about
corporate practices online, internet users here still do not
necessarily view the internet as a threat to their personal
wellbeing or believe that their comparatively high use of
privacy tools protects them. Alternatively, these apparent
contradictions may hint at gaps in public understanding
of the underlying issues and technologies.

How to read this chart: when reading these numbers, bear in mind that a score of 2 would represent agreeing fully with the
statement, a score of 0 would represent having no opinion, and a score of -2 would represent disagreeing to the fullest extent.

These apparent
contradictions
may hint at
gaps in public
understanding
of the underlying
issues and
technologies.
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The Impact of the Internet on Personal Privacy
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Privacy behaviours by market
62

often have fast-growing internet populations
with a skew towards male, young, affluent and
educated demographics. That said, even if
we were to rebase this among these specific
demographics, the top cluster of countries in
our chart consistently outscores mature markets
in Europe and North America, demonstrating a
much greater tendency to take action to control
their online experience.
Although the desire for privacy and, in some
countries, protection from state surveillance, are
key motivators, other factors are also in play. For
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The likelihood of engaging in privacy
behaviours online is heavily influenced by a
number of historical and political factors — and
also demographics. Whether it’s VPN usage
to hide browsing activity, ad-blocking usage
specifically tied to privacy concerns around
online ads, cookie deletion or private browsing
window usage, those employing these tools
on a regular basis tend to be young, male,
and often affluent or educated. This helps to
explain why the highest scores in our chart are
seen among Asian, Latin American and Middle
East or African countries. These countries
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example, invasive online advertising in many
Asian countries has led to the proliferation of
online tools such as ad-blockers that help give
users control of their online experience. Mobile
ad-blockers in particular have seen impressive
uptake thanks to the blizzard of pop-up ads
targeting phone users, some of which have
malware attached, posing an additional threat to
online privacy. VPNs not only enable anonymous
browsing; they have proved popular in many
countries in Asia and the Middle East and Africa
as a way to access better entertainment content
from outside their home territories.

Please note: privacy behaviors include any of the following: Deleted cookies in the past month, Used private browsing window
in the past month, Used an ad-blocker in the past month because ads might compromise their online privacy, Used a VPN in the
past month to stay anonymous, Used a VPN in the past month to hide their browsing activity from their government
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The Data Confidence Index
Every country in this Index will be influenced
by its own unique cultures, demographics and
experiences, but there are key dynamics and
phenomena that apply to multiple countries
and help to frame understanding of these
research results.
One important dynamic, often cited in studies
on attitudes to privacy, is the distinction
between collectivist and individualist cultures.
In individualistic societies, for example in
North America, Europe and Australia, a
stronger emphasis is placed on developing
and displaying individual personalities;
responsibility for the individual is also more
often centred on the individual. In collectivist
societies — prominent examples include China,
Japan, India and Indonesia as well as a handful
of Latin American countries — the needs of the
individual are more likely to be considered
secondary to the needs of the community.

Although some historically collectivist societies
are moving towards individualism, belief in the
primacy of communal or societal good feeds
through in a greater inclination to place trust
in institutions. In some cases, these societies
may have a higher tolerance for the notion that
collective security outweighs individual privacy
online. In others, most conspicuously China,
collectivism melds with an authoritarian political
culture to limit individual choice around privacy.
There are other phenomena to consider when
reading this Index. Access to the internet may
have been a part of life for those in mature
markets for more than two decades, but for
fast-growth countries such as India, Indonesia,
Mexico and South Africa, scores of new users
are connecting online with each passing day.
In fact, since 2012, the rate of 16 — 64-year-olds
with access to the internet has grown by 265%
in Indonesia, and 203% in India. The concepts
of digital citizenship and of maintaining an
online identity and the implications around
personal data sharing will therefore likely be
perceived differently between fast growth and
mature markets.

The Data Confidence Index
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Since 2012, the rate of 16 —
64-year-olds with access to the
internet has grown by 265% in
Indonesia, and 203% in India.

There’s also the fact that day-to-day lifestyle
activities — from socialising to paying bills and
booking restaurants — are much more tightly
integrated with social media usage in Asian
countries where services like LINE, Kakao and
particularly WeChat are popular. These dataintensive services go beyond the conventional
notion of how social media services fit within
daily life from a Western standpoint, moving
beyond social updates and content sharing
towards becoming essential tools for operating
successfully.

All Internet Users

The Data Confidence Index
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Data Confidence Index: all internet users
Index score in each market among all internet users aged 16 — 64
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Across the Data Confidence Index, we see
common themes. One of the most prominent
relates to the countries that tend to gravitate
towards the upper or lower end of the Index,
irrespective of demographics or other forms of
segmentation.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 391,130 internet users aged 16 – 64

Sweden represents the most striking example
of this. In every iteration, Sweden ranks highest
in the Index. As mentioned in the previous
section, Swedish internet users display
relatively milder concerns towards all of our
three privacy attitudes, and although they lag
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behind many other countries in their usage of
online privacy tools, their privacy behaviours
are still sufficiently developed to give a picture
of a country in which citizens are confident
about participating online and in taking steps
to ensure their online privacy.

All Internet Users
Romania, Austria and Indonesia also tend to position
themselves towards the higher end of the Index. These
countries display apparently relaxed attitudes to either the
integrity of their personal data online, their anonymity while
browsing the internet, or the impact the internet has on their
personal privacy. Alongside this, these markets also display
relatively strong engagement with online privacy tools. These
are the countries in which internet users are most likely to say
they are comfortable with their data sharing habits online,
or where online privacy behaviours may be thought to
compensate for privacy risks.
At the lower end of the Index, the bottom ten countries
are often the same across demographics and segments.
Among the most prominent of these are Spain, Taiwan, Hong
Kong, Japan and Russia. For Hong Kong, Spain and Taiwan
in particular, heightened online privacy concerns together
with less of a willingness to use online privacy tools — or an
awareness of these tools — would seem to be important
driving factors. In the case of Japan and Russia, and to a lesser
extent the Netherlands, South Korea, France and Belgium,
a particularly low uptake of online privacy tools creates a
discrepancy between expressed concerns and action towards
online privacy.

The Data Confidence Index

Taiwan consistently appears at the bottom of our Index. A
collectivist society, it has a relatively high internet penetration
rate (83% of its population are online) and a relatively modest
population size. However, the notion of personal privacy from
a legal perspective isn’t well established in Taiwan — the term
“privacy” didn’t appear within the Taiwanese Civil Code until
1999, when the country officially recognised the citizen's right
to privacy and to resolutions of privacy violations. It is also a
comparatively new and fragile democracy — martial law was
lifted in the country as recently as 1987. That said, since the
2014 Sunflower movement, the government has introduced
measures to improve digital engagement, literacy and
democratic participation. For example, Taiwan has a national
platform for online participation, called “Join”, which facilitates
petitions which prompt responses from the government
ministries following 5,000 signatures. It also has the vTaiwan
platform, which uses a deep learning artificial intelligence
system to analyse online public debate surrounding key issues,
such as the legal status of Uber.
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All Internet Users
Awareness about data
privacy — or the lack
thereof — is as much
ingrained into the internet
culture of a nation as it
is in the unique attitudes
and behaviours of specific
generations or other
demographic groups.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 391,130 internet users aged 16 – 64

The Data Confidence Index

Tensions between Taiwan and its nearest
neighbour China over reunification have
also had an impact, invigorating public
debate surrounding the impact of the
internet on personal privacy thanks to
China’s oppressive stance on the matter.
As recently as March 2019, Taiwan blocked
efforts of Chinese internet companies
Tencent and Baidu to introduce video
streaming platforms into the country and
already operates a ban on Chinese video
streaming platforms, which it regards as
complicit with Chinese Communist Party
propaganda. Inevitably Taiwanese internet
users’ characteristic stance towards
online privacy revealed in our data is
likely to be at least partly defined by this
environment. We see this when we break
down the Index for Taiwan: between the
three privacy attitudes it posts a notably
high score only for the statement “I am
concerned about the internet eroding my
personal privacy”, and although 6 in 10
are engaging in privacy behaviours each

month, this is relatively low compared to
other countries. This means that Taiwan is
not necessarily less data-confident, but it is
more one-dimensional in its perspectives
on online privacy, impacting its position in
the Index.
The broad similarities between country
rankings across demographic groups
and segments are a testament to the
pervasiveness and universal nature
of online privacy concerns across
every demographic or audience
GlobalWebIndex tracks. But they also
serve to highlight how awareness about
data privacy — or the lack thereof — is as
much ingrained into the internet culture of
a nation as it is in the unique attitudes and
behaviours of specific generations or other
demographic groups.
To see how this Index breaks down by age,
gender, income and education, please see
Appendix A.
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Appendix A:
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Data Confidence Index: 16 — 24 year-olds
Index score in each market among all internet users aged 16 – 24
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Age has a notable impact on the uptake of privacy tools and behaviours online, with younger populations far more likely to take action to control their
data footprints, and this helps to account for a strong country-by-country variation when it comes to age-based rankings as well as variations within
populations. As we age the sample, internet users in France and Japan tend to become less data-confident compared to others. The same pattern can
also be seen in other countries such as Australia and Poland, although to a lesser extent.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 81,480 internet users aged 16 – 24
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Data Confidence Index: 25 — 34 year-olds
Index score in each market among all internet users aged 25 – 34
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 102,460 internet users aged 25 – 34
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Data Confidence Index: 35 — 44 year-olds
Index score in each market among all internet users aged 35 – 44
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 85,124 internet users aged 35 – 44
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Data Confidence Index: 45 — 54 year-olds
Index score in each market among all internet users aged 45 – 54
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 69,784 internet users aged 45 – 54
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Data Confidence Index: 55 — 64 year-olds
Index score in each market among all internet users aged 55 – 64
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 52,282 internet users aged 55 – 64
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Data Confidence Index: males
Index score in each market among male internet users aged 16 – 64
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT
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Women have a lower likelihood than men of carrying out the privacy behaviours tracked by GlobalWebIndex, with some countries posting especially
low figures among females compared to others. Online participation also varies which explains why countries such as UAE, India, Egypt and Saudi
Arabia, where online populations skew male, show apparently smaller differences than countries in Europe and some parts of Asia, where online
representation is more even. Entrenched cultural and economic inequalities between genders impact both the confidence with which women
navigate the online world and whether they have access to it at all.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 188,043 male internet users aged 16 – 64
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Data Confidence Index: females
Index score in each market among female internet users aged 16 – 64
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 203,087 female internet users aged 16 – 64
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Data Confidence Index: bottom 25% income group
Index score in each market among internet users aged 16 – 64 in the lowest income quartile
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Compared to age and gender, income has a comparatively small impact on the Index rankings. All three income quartiles included in this report (the
fourth quartile being those who prefer not to share their income information) tend to post a similar picture to that seen among all internet users.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 84,318 internet users aged 16 – 64 in the lowest income quartile
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Data Confidence Index: middle 50% income group
Index score in each market among internet users aged 16 – 64 in the middle income quartile
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 177,127 internet users aged 16 – 64 in the middle income quartile
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Data Confidence Index: top 25% income group
Index score in each market among internet users aged 16 – 64 in the top income quartile
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 89,607 internet users aged 16 – 64 in the top income quartile
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Data Confidence Index: secondary education attainers
Index score in each market among internet users aged 16 – 64 who have attained secondary education
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Although in some regions — notably Europe and North America — we see that higher education corresponds with a higher rate of those engaging in
privacy behaviours online, this trend is not pronounced enough to influence the Index between secondary and tertiary education groups. In both cases,
aside from fairly minor fluctuations, results are comparable with those seen among all internet users.

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 222,006 internet users aged 16 – 64 who have attained secondary education*

*Please note: secondary education includes school until the age of 16,
school until the age of 18 and trade/technical school or college
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Data Confidence Index: tertiary education attainers
Index score in each market among internet users aged 16 – 64 who have attained tertiary education
MORE DATA-CONFIDENT

LESS DATA-CONFIDENT

Source: GlobalWebIndex 2018 (average of all waves conducted in this year)
Base: 169,124 internet users aged 16 – 64 who have attained tertiary education*

*Please note: tertiary education includes university degrees and postgraduate degrees
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Notes on Methodology
All figures in this report are drawn
from GlobalWebIndex’s online
research among internet users aged
16 – 64. Please note that we only
interview respondents aged 16 – 64
and our figures are representative
of the online populations of each
market, not its total population.

OUR RESEARCH
Each year, GlobalWebIndex
interviews over 575,000 internet
users aged 16 – 64 across 45 markets.
Respondents complete an online
questionnaire that asks them a
wide range of questions about their
lives, lifestyles and digital behaviors.
We source these respondents
in partnership with a number of
industry-leading panel providers.
Each respondent who takes a
GlobalWebIndex survey is assigned
a unique and persistent identifier
regardless of the site/panel to which
they belong and no respondent can
participate in our survey more than
once a year (with the exception of
internet users in Egypt, Saudi Arabia
and the UAE, where respondents are
allowed to complete the survey at
6-month intervals).
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OUR QUOTAS

MOBILE SURVEY RESPONDENTS

GLOBALWEBINDEX SAMPLE SIZE BY MARKET

To ensure that our research is

From Q1 2017 on, GlobalWebIndex

This report draws insights from GlobalWebIndex’s Q1 – Q4 2018 waves of

reflective of the online population

has offered our Core survey on

research across 41 of the 45 countries tracked by GlobalWebIndex, with

in each market, we set appropriate

mobile. This allows us to survey

a global sample of 391,130 respondents.

quotas on age, gender, and

internet users who prefer using a

education – meaning that we

mobile or are mobile-only (who use

interview representative numbers of

a mobile to get online but do not

men vs women, of 16 – 24s, 25 – 34s,

use or own any other device). Mobile

35 – 44s, 45 – 54s and 55 – 64s, and

respondents complete a shorter

of people with secondary vs tertiary
education.

Argentina

4,098

New Zealand

4,072

Australia

9,599

Philippines

7,916

Austria

4,098

Poland

2,971

version of our Core survey, answering

Belgium

4,037

Portugal

8,313

50 questions, all carefully adapted to

Brazil

7,177

Romania

4,133

Canada

8,066

Russia

4,039

be compatible with mobile screens.
To do this, we conduct research across

China

57,311

Saudi Arabia

12,277

a range of international and national

Please note that the sample sizes

sources, including the World Bank,

presented in the charts throughout

Colombia

3,272

Singapore

4,063

the ITU, the International Labour

this report may differ as some will

Denmark

3,099

South Africa

4,073

Organization, the CIA Factbook,

include both mobile and PC/laptop/

Egypt

5,047

South Korea

6,116

Eurostat, the US Bureau of Labor

tablet respondents and others will

Statistics as well as a range of national

include only respondents who

France

13,654

Spain

4,125

statistics sources, government

completed GWI’s Core survey via PC/

Germany

12,416

Sweden

4,255

departments and other credible and

laptop/tablet. For more details on

Hong Kong

17,272

Switzerland

5,088

robust third-party sources.

our methodology for mobile surveys

India

5,093

Taiwan

32,287

Indonesia

4,000

Thailand

68,475

and the questions asked to mobile
This research is also used to calculate

respondents, please download this

the ‘weight’ of each respondent;

document.

Ireland

12,360

Turkey

4,211

that is, approximately how many

Italy

6,012

UAE

4,098

people (of the same gender, age,

Japan

4,096

UK

9,599

Malaysia

4,064

USA

4,098

Mexico

4,047

Vietnam

4,037

Netherlands

6,212

and educational attainment) are
represented by their responses.

Notes on Methodology
Internet Penetration Rates

ACROSS GLOBALWEBINDEX’S MARKETS
GlobalWebIndex’s research focuses exclusively

This table provides GlobalWebIndex forecasts

on the internet population and because

on internet penetration (defined as the

internet penetration rates can vary significantly

number of internet users per 100 people) in

between countries (from a high of 90%+ in parts

2019. This forecasted data is based upon the

of Europe to lows of c.20% in parts of Asia Pacific),

latest internet penetration estimates from the

the nature of our samples is impacted accordingly.

International Telecommunication Union (ITU)

78%

Indonesia

39%

Russia

80%

Australia

88%

Ireland

87%

Saudi Arabia

83%

Austria

88%

Italy

62%

Singapore

85%

Belgium

89%

Japan

92%

South Africa

62%

Brazil

71%

Kenya

43%

South Korea

95%

Canada

94%

Malaysia

83%

Spain

87%

China

59%

Mexico

69%

Sweden

96%

supplement the internet penetration forecasts

Colombia

66%

Morocco

69%

Switzerland

96%

for a country’s total population (reproduced

Denmark

97%

Netherlands

93%

Taiwan

83%

Egypt

54%

New Zealand

93%

Thailand

58%

France

85%

Nigeria

36%

Turkey

71%

Germany

88%

Philippines

64%

UAE

95%

Ghana

48%

Poland

79%

UK

96%

Hong Kong

91%

Portugal

78%

USA

80%

India

42%

Romania

72%

Vietnam

55%

online research in.

penetration rate, its online population will be
relatively similar to its total population and
hence we will see good representation across
all age, gender and education ranges. This is
typically the case across North America, Western
Europe and parts of Asia Pacific such as Japan,
Australia and New Zealand. Where a market
has a medium to low internet penetration, its
online population can be very different to its
total population; broadly speaking, the lower
the country’s overall internet penetration rate,
the more likely it is that its internet users will
be young, urban, affluent and educated. This
is the case throughout much of Latin America,
Middle East and Africa and Asia Pacific.

GlobalWebIndex’s Forecasts for 2019 based on 2017 ITU data
Argentina

for each market that GlobalWebIndex conducts
Where a market has a high internet
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GLOBALWEBINDEX VERSUS ITU FIGURES
As GlobalWebIndex’s Core Research is
conducted among 16 – 64 year-olds, we

above) with internet penetration forecasts for
16 – 64s specifically.
Forecasts for 16 - 64s will be higher than our
forecasts for total population, since 16 – 64s
are the most likely age groups to be using the
internet.

